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The Ikarus Network Management System (INMS)is used to configure
and manage wireless networksIEARUS nodes. Ikarus NMS has been
designed to provide network administrators with aanprehensive and
simple way to control and configure their netwoddas.

The Ikarus NMS software operates on any PC or Maparted by Java.
That is any version of Microsoft Windows (98/ME/ZDRT/XP) or
GNU/Linux.

Optimized communication protocol between IKARUSfware and
Ikarus NMS featuring high levels of interactivitphdditionally an
advanced encryption scheme can guarantee secuiiguration and
monitoring of IKARUS nodes.

Easy wizard-based configuration of IKARUS Hot-Spot.
Easy WISP Configuration Wizard

New graph-based statistics providing real time badth utilization
per network interface.

New robust network topology display.
Built-in Multi Router Traffic Grapher (MRTG) suppor

# $% &!'"

Advanced fault tolerant mechanisms guaranteeinig istability.
Advanced Hotspot functionality

Web Redirect (Universal Access Method)

MAC Authentication

Bandwidth Management

User Information and Radius Statistics

Walled Garden

Advertisement URLs

Configurable redirection page

Multiple bridged high speed interfaces
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Administration MAC
Radius Attributes Support
WAN Interface configuration (PPPoE, PPTP)
DHCP leases information added.
Wireless Functionality
Advanced Wireless Security (WPA, 802.1x)
Best Channel Selection Algorithm
Country Code Selection (+ out of band modes)
Wireless to wireless traffic filtering
Mac Address Spoofing
Advanced Firewall functionality
NTP (Network Time Protocol) service

1 ! (
For a Windows installation, double-click the IKARWSX setup.exe

installer and follow the prompts. The installer @mbundled with jre 1.4,
S0 you do not have to pre-install it.

For a Linux or Macintosh installation, unzip tieMSvX_jars.zidile and
launch the application as java —jar INMSvX_jar fréime current directory.
JRE (v1.4) must be preinstalled.
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If your goal is to deploy several wireless accessig in one system,
central management is recommended. Even if you f@dpegin with a
smaller network, but expect to expand in the fytareentrally managed
system should be considered. The Ikarus Networkagement System
(INMS) provides an effective, turnkey managemenutsan that covers
the needs of most users.

UsingINMS you can:
Manage access points and devices on the wireldéssie
Configure network nodes, polling settings, and offaameters
Load and save network configurations
Configure and view network topology
Auto-discover available nodes

Analyze network traffic using the Multi Router Thiaf Grapher
(MRTG)

+ 1+

The user interface utilizes typical drop down mensisort cut menus
(right click) and tabbed/sub-tabbed panes insidenthin window.

I

The lkarus NMS window is a graphical user interfdhat facilitates

viewing, configuring and monitoring your wirelesstwork. The interface
includes a typical main menu, tabbed panes comigimgraphical and
textual information and shortcut menus that allaw yo navigate to other
windows, tabs and dialog boxes.

arus.0S Manager Version:1.16 7))

Figure 1. INMS Main Window
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The lkarus NMS window features a menu system with four main menu
headingsFile, Tools, Utilities andHelp.

File | Tools Lkilities Help
Save Profile
Save Profile As
Load Profile
Load Background Image |
INMS Settings |
Exit

Figure 2. INMS Main Menu System

The main body of the INMS window displays infornoetiin tabbed
panes. When INMS starts thetwork Topology tab is available. This tab
contains three information panes: tfiepology Map, the Registered

Node Listand theéNode Statuspane.

Ikarus 0 Manager Version:1.1.6

File Tools Utilities Help

24 [

| Advanced Configuration of node: " " |

| Configuration [ Statistics ] Systermn Properties |

HotSpot

Interface IP/subnet

Figure 3. INMS Tabbed Panes

Many other functions are accessible via Mede Shortcut Menuy which
includes the following itemsGUI-Node Connectivity Settings, Open
Status Window, Advanced Node Configuration, Save Gdiguration,
Unlock, Back Up, FW Upgrade, Reboots, Current Throghput, Wisp
Easy Wizard (WEW) and Remove.From the Node Shortcut Menu you
can access additional tabbed windows used in aanirfig and monitoring
the network.
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GUI-Hode Connectivity Settings
Open Status Window

Advanced Node Configuration
Save Configuration

Unlock »
Back Up 3
FW Upgrade

Rehoot

Current Throughput

WISP Easy Wizard (WEW)

Remave

Figure 4. Node Shortcut Menu

Using INMS menus you can manage system profileplement tools to
discover, add and view nodes, launch utilities anckess help information.
RW menus include:

Save Profile— Save the current INMS profile
Load Profile — Load a previously saved INMS profile

Load Background Image — Load a background image (typically a
map) to be displayed in the Topology Map

INMS Settings— Set polling interval and polling port values
Exit — Exit INMS

View Topology — Display the Topology Map tab
Add New Node— Open the Insert New Node dialog box
License Manager— Display the License Manager tab

Discovery Manager— Open the Auto Discovery dialog box

MRTG — Open the MRTG window

Home Page- Access the AntCor website
About — Display the IKARUS introductory window

- +
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Ikarus-0S Manager_Version:1.1.6 efA]x

File Tools Utilities Help
@
‘ Metwork Tapology |
W REK
manager
Node List
Topology Map
T [ Dl
Status of node : Firrmavare Yersion: Key Level
Node Status UTmelmmey [03558 | INMS Cannectivity: [ 10w |

Figure 5. The Ikarus NMS Window

Located in the center pane, th€opology Map displays icons
representing network nodes and connection infoonatiescribing the
layout of the network. It also can display a magpdiic in the background.

- 5
Located in the left pane, tiRegistered Node Listdisplays all registered
nodes on the network
|

Located in the bottom pane, theode Statusarea displays the following
information on the currently selected node

Firmware Version — The number representing the firmware version
residing in the node

Up Time — The length of time the node has been operating
Key Level

INMS Connectivity — The ratio of successfully received probe
responses

All panes are resizable and can be adjusted acaptdiuser preferences.
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GUI-Hode Connectivity Settings
Open Status Window

Advanced Hode Configuration
Save Configuration

Unlock 3
Back Up 3
P Upgrade

Reboot

Current Throughpurt

WISP Easy Wizard (WEW)

Remove

Figure 6. Node Shortcut Menu

&/ -
The GUI-Node Connectivity Settingsmenu option allows you to access
the Node Connectivity Settingsdialog box (for the currently selected
node).

I .
The Open Status Windowmenu option allows you to access ®iatus
dialog box, which contains thEwW Version, Key Level, Up Timeand
Host Namefields. (The FW Version, Key Level and Up Timeldig also
are displayed in thBlode Statuspane of thélfopology Map tab.)

% + -
The Advanced Node Configurationmenu option allows you to retrieve
information from the selected node. A new paneispldyed containing a
main tab Advanced Configuration of node: [node name]Under this
tab three sub-tabs are displayé&bnfiguration, Statistics and System
Properties. Each of these tabs contains several additionatabused in
the configuration process.

! + -
The Save Configurationmenu option allows you to permanently save the
configuration for the current node.

Note: After the base station is configured, the configuration parameters are stored in RAM
(volatile memory). If the base station is powered down the configuration will be lost unless
you Save Configuration to the base station’s permanent memory.
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3 &

The Back Up menu option allows you to back up and restore the
configuration settings for the selected node.

Il; & _
The FW Upgrade menu option allows you to access t8electdialog
box, from which you can select the firmware imaile tb be loaded into
the node.

TheRebootmenu option allows you to reboot the node.

The Current Throughput menu option allows you to display a real-time
graphical display of transmit and receive traffictee network interface.

16 ;2 <6;=
The WISP Easy Wizard (WEW) menu option allows you to start a
wizard that provides an easy and convenient wapdtall and configure
wireless nodes. (See Chapter 14 for details)

The Remove menu option allows you to remove the currently cele
node from th& opology Map andRegistered Node List

( - !

Starting from the menus and windows mentioned abgega can auto-
discover and insert new nodes, display maps armghgr®of your wireless
network, save and load profiles and access mudbad windows used for
advanced configuration of nodes.

% /0 -

Discovery Managerallows you to discover nodes and insert them tinéo
Topology Map. A custom polling protocol is used to detect IKARUS
nodes in the specified subnet. Discovered nodediaptayed in a tabular
format.

To useDiscovery Managet

In the Tools menu, selecDiscovery Manager The Auto Discovery
dialog box appears.
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o  AueDisees

Network Subnei: 24 D Engble Broadeast Discovery
Timeowut: secs
Discovery Resulis [ |
IF | Host Name | Include to topology | Password |
19216813 localhost v
| stat | | Swbmit | | Cancel

Figure 7. Auto Discovery Dialog Box

In the Network Subnet field, type the subnet address. (INMS will detect
nodes in which the first three segments, or 24, ltstheir IP address
match the first three segments of the subnet asldres

6 3 0

Select theEnable Broadcast Discoverycheckbox. (INMS uses a UDP
broadcast message to detect any nodes on the &etwor

In theTimeout field, type a timeout value in seconds (defauwltsgconds)

0

Click Start to initiate a discovery poll. ThBiscovery Resultsbar graph
displays the progress of the poll. When compléte table displays thi®
Address Host Name and Password (if used) of discovered node. The
checkbox undeinclude to Topologyis automatically selected.

To display a node in th&opology Map, leave thdnclude to Topology
checkbox selected.

Click theSubmit button to insert the nodes into thepology Map.
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Click theCancelbutton to exit théAuto Discovery dialog box.

Icons for each node should be visible in Trapology Map, labeled with
the hostname. If two nodes have the same defasthame, INMS will
label one with the hostname and the other withAtaddress. (The label
can be changed to an Alias using tBEI-Node Connectivity Settings
dialog box, accessible from tihNode Shortcut Menu.)

+ - -

Network nodes can be configured manually usingltisert New Node
dialog box.

1. Use any one of the following three methods to gur a new node:

Right click anywhere in the topology pane, theglcthelnsert new
node button that appears

or

Click the ‘ icon

or

On theTools menu, clickAdd New Node The Insert New Node
dialog box appears.

o  eemMewmed

IP Settings Displayed Icon
P address: 192 | [168 ||t ||t | alias: flocaltost | B
55H Settings
Password: "+ | [ I
| sdd || Ok || Cawa |
Figure 8. Insert New Node Dialog Box

2. Type thelP address Alias (optional) andSSH Settings Password
(Typically a new node is given the default passwaudchin)

3. Select eDisplayed Icon(optional) to represent the node.
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Access Point @ Router
Dual Access Firewall
Point Router
W Firewall L Voice
- Gateway
X
= IP Telephony Wireless
:1 Router Bridge
Mobile Access g NAT
ﬁ Router
1 { Wireless Router
@ (default icon)

Figure 9. List of Available Icons

Note: Though optional, adding Alias and/or Displayed Icon provides an enhanced visual
representation of the nodes. This becomes especially useful when working with middle to
large scale networks.

4. Click the Add button. The icon will appear in the topology paAd.
topology panes are updated with the new inserhfwrmation.

File Tools Utilities Help
=]
| Metwark Topology
&W ARG
localhost
lkarus
‘manager
localhost localhost
Status of node lovalhostt: Fimwsare Version: = | KeyLaval — ]
Up T camens) mwscomessay [ |
Figure 10. Node Insertion
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If the newly inserted node has successfully respdrid a network probe,

e

a green outline appears around the icon. A redne B2 jndicates
the node is not responding.

# - 2 -
To move a node icon, drag it to the desired locaiticthe pane.

To resize a node icon, select the icon, then dnagad its handles.
' % -3 - -
Topology Map can be further enhanced by loading a backgrouagénto
indicate the geographical location of the nodes.atid a background
image:

1. On the File menu, click Load Background Image The Load
Background Imagedialog appears.

2. Browse to the image file you wish to load, seléend click theLoad
Background Imagebutton.

Note: .gif or .jpg formats may be used for background images
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File Tools LHilities Help
=

Metwork Topolooy

QW AR

~ localhost
- localhostl

-

Status of node localhost:  Firmweare Yersion: 21.2- COMMERCIAL

Up Time (himszy. [0:3:15:55

Key Level:

IMMS Connectivity:

Figure 11. Customized Topology Map

3. Adjust the magnification level of the backgroundage using the
following zoom buttons located above fRegistered Node List

&,
4

Zoom In
Zoom Out

Restore to default.

4. Create arrows indicating a connection between nbgedicking in the
center of thesourcenode (a hand cursor will appear), and dragging to

the center of thelestinationnode. A line with arrowhead will appear
between the nodes.
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localhost
-
antcaor
Figure 12. Network Nodes Showing Connection
4 l - 5 - +

1. To save & opology Profile, on theFile menu, clickSave Profile

2. To load aTopology Profile, on theFile menu, clickLoad Profile.

1 & - . L
You can manage and configure a variety of operapagameters of

network nodes from th&lode Shortcut Menu, which can be accessed
using either of the following methods:

Double click any node name shown in tede List
or

Right click any node in th€opology Map

GUI-Hode Connectiity Settings
Open Status Window

Advanced Hode Configuration
Save Configuration

Unlock k
Back Up 3
W Upgrade

Reboot

Current Throughput

WASP Easy Wizard (WEW)

Remove

Figure 13. Node Shortcut Menu
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Click this option to display th&lode Connectivity Settingsdialog box.
This box contains thE? Address andAlias assigned to the selected icon.
If an Alias has not been assigned, the Alias fialdl contain the
Hostname of the node.

PAddress: 192 152 |1 [[F | Alias [localhost |

OK ] | Clamoel

Figure 14. GUI-Node Connectivity Settings Dialog Box

When lkarus NMS scans the network it looks for fhédddress listed in
this dialog. If it makes a connection, the bordesuad the icon turns
green. If not, the border is red.

To change thdlias, type the new name into the Alias text box.

Type the password (defaudidmin)into thePasswordfield. (This step is
required to allow access tAdvanced Node Configuration described
later in this section.)

To change the node icon, select a icon from thp doown menu.

Click the Submit Changesbutton to add the node to the Topology Map
and keep the dialog box open

Click OK to add the node and exit the dialog box.
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NOTE: Changing the IP Address, Alias or Password, specifies the parameters assigned to
the currently selected node icon. The IP address and password will be used when INMS
scans the network. Changing the IP address of the icon does not change the IP address of
the node. If the IP address of the icon is changed to an address not present on the

network, the border of the associated icon will turn red indicating no connection has been
made.

Click this option to access ti#tatus dialog box, which contains tHéw
(Firmware) Version, Key Level, Up Time andHost Namefields. (The
FW Version, Key Level and Up Time fields also argpthyed in theNode
Statuspane of th& opology Map tab.)

The FW Version field contains the version number of the firmware
residing in the currently selected node.

TheKey Level field should display Level 2.
Up Time — The length of time the node has been operating

Host Name— The name of the currently selected node

 CummSmmofmedeleten L

FWVersion:  2.1.2- COMMERCIAL | Key Level:
Up Time: 0:5:35:14 dihirafs

Host Name: [lncalhost |

 or

Figure 15. Current Status Dialog Box

% +-

Click this optionto retrieve information from the selected node apdn
the Advanced Configuration of Nodetah.

NOTE: To access the Advanced Node Configuration you must first access the GUI-Node

Connectivity Settings via the Node Shortcut Menu and enter the password, then click OK
or Submit.

The Advanced Configuration of Node tab contains three sub-tabs:
Configuration, Statistics andSystem Properties.
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Ikarus-OS Manager Version:1.1.6 el

File Tools Utilities Help

F e =

| Advanced Configuration of node: " localhost” ‘

| configuration | Statistics | System Properties |

| metwork [ wiretess | Firewall [ NAT | cos [ Serices [ DHEP [ wan [ vian [ Hotspot |

Figure 16. Advanced Node Configuration Tab with Sub-Tabs

Eachtab contains several additional tabs. The mind bedpw shows the
hierarchy of advanced configuration tabs and sbb-tased. The table
indicates the chapter where descriptions and cordtgn procedures for
each tab are located.

Tab Chapter
Network 3,4
VLAN 3

Wireless 5
Firewall 6

NAT 6

DHCP 7

WAN 8
Bandwidth Manager 9
HotSpot 10
Services 11
Statistics 12

Figure 17. Tab/Chapter List

The table above indicates the chapters where g@&sos and
configuration procedures for each tab are located.
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Figure 18. Mind Map of Advanced Configuration Tabs and Sulstab

! + -
Click this option to permanently save the configura for the current
node.
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Note: After the base station is configured, the configuration parameters are stored in RAM
(volatile memory). If the base station is powered down the configuration will be lost unless
you Save Configuration to the base station’s permanent memory.

3 &
Click this option and select:

Retrieve Configuration to Retrieve the last saved node configuration
or

Restore Configurationto Restore the node configuration from a file

Figure 19. Back Up Menu Options

Il; & _
Click this optionto access th&electdialog box, from which you can
select the firmware image file to be loaded int® tiode.

Click this optionto reboot the node. AAlert dialog box appears with the
guestion:Should system save its configuration before reboo€lick Yes
if you want to save the configuration.

Click this option to display a real-time graphich$play of transmit and
receive traffic of the network interface.

16 ;2 <6=
Click this option to start a wizard that providas easy and convenient
way to install new nodes. (See Chapter 14 for Wtai
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Click this option to remove the currently selectextie from theTopology
Map andRegistered Node List
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This section describedP Networking settings and configuration
procedures for your IKARUS node.

To configurelP Networking, select thelnterface Configuration tab,
located under theéAdvanced Configuration of Node, Configuration,
Network tabs.

See Page 24 for a diagram showing Advanced Configuration tabs and sub-tabs.

Thelnterface Configuration tab features four panes:
Network Interfaces Tree (left pane)
Basic IP Configuration (top pane)
Global Settings(center pane)

Special Action InterfaceCommands(bottom pane)
Two buttons are located at the top of the IP Camfgon tab:

Refresh— Click Refresh to retrieve setting from the seddmode.

Submit — Click Submit to upload the configuration to thee.

Figure 20. Network Configuration Tab
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The left pane of thelP Configuration tab contains theNetwork
Interfaces Tree a representation of all available network integfof the
selected node. The tree view can be expanded lapsel by left clicking
on any master interface. When an interface is smledata fields in the
other panes display the parameters associatedthétiselected interface
and changes can be made.

- -3 1 -

6

The top pane of thdP Configuration tab contains allBasic IP
Configuration fields for the interface selected in the Netwanketfaces
Tree.

Figure 21. IP Interface Settings

The following section describes the fields useddofigure IP settings.

%

ThelP Address field contains the IP address of the selectedfate. To
change the IP address of the interface, type theadslress into this field
and click theSubmit button.

The Subnet field contains the subnet mask addréstheo selected
interface. To change the subnet address, type ¢headdress into this
field and click theSubmit button.

70 ! +

%he Enable/Disable Selected Interfacebox indicates whether the
interface is enabled. If this box is not checkedl ititerface will maintain
the desired configuration but it will remain disadbl If the selected
interface is avirtual interface this box has no effect. Virtual interfaces can
only be in the enabled state.

%

If there is a PPP connection (from a PPPoE clierd 8PTP client), the
remote peer IP address is displayed in BiEP IP Address field.
Otherwise this field is blank. This is a read-ofgid.
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% %

The MAC Address field displays the interface’s Media Access Control
(MAC) address in hex format. This field is readalide any kind of
interface and writeable only for physical interfac&o change the MAC
address of a physical interface tNRAC Spoofing check box must be
selected.

% | + -

When theMAC Spoofing check box is selected an alternate MAC address
(for physical interfaces only) can be typed inte MVAC Address field.

I, 6

The STP Enablecheck box enables the use of Spanning Tree Protocol

Note: Spanning Tree Protocol (STP) eliminates Layer 2 loops in networks, by selectively
blocking some ports and allowing other ports to forward traffic, based on global (bridge)
and local (port) parameters you can configure

+- -( ! -

The center pane of the IP Configuration tab cost&iobal Settings.
These fields apply to all network interfaces.

Figure 22. IP Global Settings

0+ (

Every IP packet with an unknown destination will foewarded through
the default gateway IP address. Set this addraisadly by typing it into
the Default GW field. It also can be set dynamically from another
application such as a DHCP client, a PPPoE clara, PPTP client.

IP Forwarding all traffic to flow between interfaces even if thase set
on different subnetsSelect the IP Forwarding check box to allow the
system to forward packets from one subnet to anothe
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You can set DNS1 and DNS2 addresses staticallyypwynd them in or
they can be set dynamically from another applicasoch as a DHCP

client, a PPPoE client, or a PPTP client.

#' & -! +

The bottom pane of th#? Configuration tab containsSpecial Action
Interface Commands used to create and manage network bridges and
virtual interface commands.

Figure 23. Special Interface Commands

#' 3 -
A bridge is a LAN interconnection device that opesaat the data link
layer (layer 2) of the OSI reference model. It nimey used to join two
LAN segments (A, B), constructing a larger LAN. Adge is able to filter
traffic passing between the two LANs and may erdaacsecurity policy
separating different work groups located on eaclhef LANs. Bridges
were first specified inEEE 802.11(1990) and later by ISO (in 1993).

% 3 -
To create a new network bridge interface

1. Click theAdd new bridge button. Thdnsert New Bridge dialog box
appears.

2. Type the bridge name in the box, then click 8wébmit button. The
bridge name appears in tNetwork Interfaces Tree

Note: The bridge name must begin with the string “br”. There is no limitation to the rest of
the name.

0O 3 -
To delete a bridge

Select the bridge in tHeetwork Interfaces Tree
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Click the Delete Bridge button in theNetwork Bridge Commands
pane

+
To insert an interface as a ‘slave’ under a bridge

1. In the Network Interfaces Tree, select an interface to become the
slave.

2. Click thelInsert Interface button. Thelnsert Iface to Bridge dialog
bx appears.

3. In theSelect Bridgelist box, select the desired bridge.

4. Click Submit. The tree is rearranged to show the interfacestava to
the bridge.

Figure 24. Inserting an Interface Under a Bridge

=+

1. Select the interface in the Network Interfaces Tree

2. Click theRemove Interfacebutton.

+

From theSpecial Interface Commandspane you also can createtual
network interfaces—ones that are not associated kardware. Virtual
interfaces allow you to associate more than onadidress with a system.
A typical use of this technique would be to suppuadltiple Web sites.
For example, if http://www.examplesite.com wereigesd the address
222.33.44.55, virtual interfaces 222.33.44.56 afd.23.44.57 might be
assigned to www.examplesite.net and www.examplesge All three
sites could exist on the same system without azinfli

Virtual interfaces also allow a system to commut@can more than one
network address space. For example, virtual integfaallow you to
temporarily renumber a network from a masqueradetvark address
space to a private (10.0.0.0) subnet. During taesition, all servers can

31 /167

lkarus OS and lkarus NMSiJs
Manual



be assigned a virtual address enabling them to eomwuatte with clients
on both the old and new network address spacesrratly, virtual
interfaces appear as if they are actual interfaces.

% +
To insert a new virtual interface in associatiothvé physical interface

1. dlect the physical interface in tietwork Interfaces Tree.

2. Click the Add new Iface button. The virtual interface appears in the
tree and is automatically named with a prefix tihatches the physical
interface name and a suffix which is includes theusl interface
index inside brackets.

Figure 25. Insertion of Virtual Interfaces

0 +
To permanently remove a virtual interface

1. Select the virtual interface in tiNetwork Interfaces Tree

2. Click theDelete Ifacebutton

#4 & -, 9

The Table View option is a feature that further enhances the
controllability of interface IP settings. This faa¢ allows you to browse
and edit the basic settings of all available irstegs. To access this option,
click the Table View button located below Network Interface Tree pane.
Thelnterface Configuration dialog appears.
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Figure 26. Interface Table View

+- -95%

A Virtual LAN (VLAN) is a group of devices on ong anore LANs that
are configured so that they can communicate asey tvere attached to
the same network, when in fact they are located ommber of different
LAN segments. Because VLANs are based on logicakad of physical
connections, they are very flexible for user/hosinagement, bandwidth
allocation and resource optimization. The IEEE 8QR.specification
establishes a standard method for tagging Ethdrastes with VLAN
membership information.

The IEEE 802.1Q standard defines the operation LoAN bridges that
permit the definition, operation and administratioh Virtual LAN
topologies within a Bridged LAN infrastructure. TB82.1Q standard is
intended to address the problem of how to breagelaretworks into
smaller parts so broadcast and multicast traffiesdoot require more
bandwidth than necessary. The standard also hetpsdp a higher level
of security between segments of internal networks.

To make a router an 802.1Q compliant device, onemore VLAN
interfaces must be created with the proper tags ddn be accomplished
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in the VLAN tab of the Ikarus NMS window. VLAN intiaces can be
added, removed and managed from this tab.

Figure 27. VLAN Tab

#1 % -95% +

1. In the VLAN tab, click the[ E button. TheCreate a new VLAN
dialog appears. This dialog contains the main $idlt configuring a
VLAN interface. TheVLAN TagID field automatically generates a
unique VLAN identifier according to 802.1Q.

2. Click the arrow on thénterface dropdown list and select any enabled
physical interface or bridge.

3. Type IP/subnet address in the Address/Subnet Maskfields. These
are required to properly route tagged packethdfd is a need to drop
un-tagged panes (not 802.1Q compliant), configure specific
physical interface and any virtual interface widia IP address.

4. Click Submit to complete the process. The virtual interfalcagy
number, Interface name andP/subnet address will appear in the
Virtual LAN list.
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Figure 28. Create a New VLAN Dialog Box

- 95% +
To remove a VLAN Interface, in the VLAN list, setdbe interface to be

deleted. Click the button. The VLAN information will disappear
from the list.

+ -95% +
To modify the settings for a VLAN interface, seléu¢ interface and click

the button. TheCreate a new VLAN dialog box appears. The
settings for the interface are shown in the fields.

Change these settings as required, then cliclSthmmit button. The new
settings appear in the VLAN Interface list.

-95%  +

To send the configuration settings to the nodekdhe button.
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Static routing is the manual method used to setrogpting. An
administrator enters routes into the router usimgfiguration commands.
This method has the advantage of being predictatdesimple to set up. It
is useful in managing small networks but becomeseschat unwieldy on
larger networks. lkarus NMS provides managemeristfmo manipulating
any of the routing tables and configuring rules.

To configureStatic IP Routing, select theStatic Routing tab, located
under theAdvanced Configuration of Node, Configuration, Netvork

tabs. In theéStatic Routing tab you can select tHeoutestab or theRules
tab.

See Page 24 for a diagram showing Advanced Configuration tabs and sub-tabs.

In theRoutestab you can:
Add, delete and select routing tables

Add, delete, modify and prioritize routes
In theRulestab you can:

Add, delete and select rules

Figure 29. Routing Table Handling

The bar across the top of tisatic Routing tab contains the following
options:
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Entries Commandsbuttons

Button Command

Insert New Route

Delete Route

Modify Route

Move Up

Move Down

Figure 30. Route Entries Commands

Table Commandsbuttons

Button Command

Insert New Route

Delete Route

Figure 31. Route Table Commands

Tablesdrop down list

Figure 32. Routing Tables Drop Down List

+- - -, 6

IKARUS provides a multiple routing table system iwitn flexible
infrastructure and the ability to implement policyuting. In addition to
the local and main routing tables, IKARUS suppansto 252 additional
routing tables.

% - -,
To create a new routing table that will be integdain the multiple routing
table system
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1. Click theTable CommandsQJ button. Thensert New Routing
Table dialog appears.

2. Type the name into thRouting Table box, then clickSubmit. The
table name is stored in the drop down list for fatuse.

' 6: - -,
To delete an existing routing table
1. Select the table name from the Main drop down list.

1

2. Click the Table Command J

button.

CAUTION: The user has to be careful not to delete the main routing table, as this action
can lead to connectivity problems.

" # % -! -6

To add a new static route

1. Select theRoutestab

1

2. Click the Entries Commands@J
dialog box appears.

button. Thelnsert New Route

Figure 33. Insert New Route

In the above example all the traffic with destination addresses that belong to subnet
192.168.2.0/24 will be forwarded via interface athO.

5.
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3. In the Destination boxes, type the destination network or destination
host address.

4. In the Subnet boxes, type the netmask for the destination net.
(255.255.255.255 for a host destination and 0.0f6rOthe default
route)

5. In theDefault Gatewayboxes, type the gateway address (if required).

6. In the Preferred Sourceboxes, type the preferred source address for
communicating to that destination.

7. In the Distance box, type the distance to the target, usually texdiim
hops. (This field is not used by recent kernelg,rhay be needed by
routing daemons.)

8. In theInterface drop down list, select the interface to which paske
for this route will be sent.

9. To accept your settings, click thesert New Route dialog Submit
button, then click thelP Configuration pane Submit button to
complete the process.

' - | -6
To remove a specific routing entry, select theaablw of that entry, then

) ) X
click theEntries Commands, ‘ button.

' 4 + -1 -6
To edit a specific routing entry, select the tatde of that entry, then

| button.

click theEntries Commands

1 - | -6

Routing entries allocated in each routing tableparesed by the OS kernel
in a serial manner. To modify the series (prioritf) allocated entries,
select the table row of the entry to be moved, thkek the Entries

Commands E“ button to move the entry upward or [I@‘ button
to move it downward in the list.

TR

A rule is a method for implementing Access Contrgdts (ACL) for
routes. Rules allow you to specify the filters thatch packets to select a
route structure when the filter does match.
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Using a rule you can perform the most common PdRowting function:
route by source address. The rule can specifydlextton of a packet if
the source address of the packet falls within agdesed address range,
and which route structure to use or other destinato choose if there is
no match. However, on a system with only one rqutable, a rule set is
usable only under limited conditions.

Figure 34. New Routing Rule Insertion

% - 6

To add a new rule entry

1. Select theRulestab

2. Click the Entries Commands@‘ button. Thelnsert New Rule
dialog appears.

3. In the Source Addressboxes, type the address of the source network
or source host.

4. In the Source AddresSubnetboxes, type the netmask for the source
net. Type 255.255.255.255 for a host source.

5. In the Destination Address boxes, type the destination network or
destination host.

6. In the Destination AddresSubnet boxes, type the netmask for the
destination net. Type 255.255.255.255 for a hostimigtion.

7. In the Interface drop down list, select the interface that packeés a
received from. The interface can be one of thelabl® physical
interfaces or can be setAdi .
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8. In theAction drop down list, select one of the following:

a) LookUp to cause the routing subsystem to look up the mguti
table selected in thd@able drop down list. (Default: Main
table)

b) Unreachableto drop the received packet and send an ICMP
packet to the source indicating the destination wasachable.

c) Drop to silently drop packets with matching frames.

9. In the Table drop down list, select the routing table you wishuse
with theLookUp option described above.

In the example screenshot above the rule specifies that the system will silently drop
packets originated from network space 10.10.10.0/24 arriving in any interface.

' - 6
To remove a specific rule entry, select the table of that entry, then

) ) X
click theEntries Commands, ‘ button.

" H + - 6
To edit a specific rule ent y select the table @iwhat entry, then click

the Entries Commandst 8l button. Thelnsert New Rule dialog
appears with the fields for the selected rule dilie. Modify as required,
then clickSubmit.

1 1 _ 6
Rules entries allocated in each routing table arsqad by the OS kernel in

a serial manner. To modify the series (priority)atibcated entries, select
the table row of the entry to be moved, then clh:ekEntrles Commands

E | button to move the entry upward or th@J button to move it
downward in the list.
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Ikarus NMS allows you to configure all wirelesstegjs for nodes on
your wireless network, including:

Link Distance
Transmitter Power
Operational Modes
Radio Settings
Security Settings
Outdoor Settings
Country Code Settings

Site Survey Operation

To configureWireless settings, select the/ireless tab, located under the
Advanced Configuration of Node, Configurationtabs. In théWireless
tab you can select tl@pMode, Radio, Securityor Outdoor sub-tabs.

See 24 for a diagram showing Advanced Configuration tabs and sub-tabs.

Figure 35. Wireless Configuration Panel
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Three buttons and two drop down lists are locatedha top of the
Wirelesstab:

Refresh— Click Refreshto retrieve setting from the selected node.
Submit — Click Submit to upload the configuration to the node.

Set CC —Click Set CCto accept the country code specified in the
CC drop down list

CC List — Select the required country code from the lisgntclick

Set CC. The software will perform all the approfiahecks of the
available radio chipsets in the system in the bamkud. If any of
them does not support the specified country copesaible violation
could occur. If that occurs, Ikarus NMS warns yathva popup alert.
This protects you from choosing an unsupported tgwode which

might cause a loss of connection with the wirelegsrface after
setting the specific country code.

Selected Wireless Interface list Select the wireless interface to be
configured. If there are multiple wireless intedacavailable, this
drop down a list is populated. If the selectedrfiaize is not active a
red warning message is shown next to the interface.

4 -
An IKARUS node has the ability to operate in thikdwing modes:
Access Point
WDS (Wireless Distribution System)
Repeater
AP Client
Station
!
The Site Survey button is accessible in adpMode tabs. Site Survey
scans all available frequencies associated witHEEE 802.11a, b and g
physical layer. When the scan is complete 8ite Survey dialog box
appears, indicating any possible sources of imenfze by other nearby
access pointsFor more information on Site Survey settings, see
Section 5.1.6.
4
The Selected Operational Modedrop down list is populated with all
available operational modes an IKARUS node can @d®electing an
operational mode from the drop down list makesdheesponding pane
available in the@OpMode tab.
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To configure the node as an access point (AP)¢csatEess Pointin the
Selected Operation Modedrop down list. ThéAP tab becomes available.
Several parameters must be configured as follows:

Figure 36. Wireless Operational Mode Settings

nmo<! ! + =
This field contains the string which is publishelESSID by the access
point. To create a name for the service set iden{{§SID), type the name
in theSSID box.

)
If a station associated with the IKARUS access fpsiidle for a period of
time defined by thdnactivity Limit field, the IKARUS access point
sends a disassociation frame to the station tarmfio that it had been
disassociated due to inactivity timeout. To confegthelnactivity Limit ,
type the inactivity threshold, in minutes, in thisx.

3

This field represents the desirable time intenetin@en two consecutive
beacons. To configure tligeacon Period type the number of seconds in
this box. (Default: 100)

% 5
To access a list of information for all nodes assed with the AP, click
the Association List button. The Associated stations for wireless
interface dialog box appears.
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Figure 37. Association List

A description for each field in the Associationtlfisliows:

An Alias is a special name you can create to identify aaclom the AP.
When the configuration is saved, all aliases avedan the device.

The MAC Address field contains the MAC address of each client
associated with the AP.

ThelP Addressfield contains the IP address of each client tkahanges
network traffic with the AP

Note: A client can be seen with multiple IP addresses if transparent bridging is being used.
To see a list of the IP addresses, click Expand with the desired client selected.

The Signal Levelfield displays the signal level for each assodatkent
based on Received Signal Strength Indication (RSSI)

#

The Fade Margin field displays the actual difference between Signal
Level and Noise Level.

The Noise Levelfield displays the noise level of the chip accogdin
transmit rate and physical layer standard

$
TheRate field displays the transmission rate the AP usexxtthange data
with each client.
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The Idle Time field displays the time that has passed since eddy
associated client was disassociated.

1%
The Type field indicates the type of the node listed. Ih gaontain the
following values:

Adapter (Station Mode)
AP_Client (AP Client Mode)
WDS_Type

Client

NOTE: Every client that has ever been associated to the AP is included to this list, which is
automatically saved when you click Save Configuration .

The Action field is a drop down list that allows you to perfor
several different actions on the selected node. &ou

SelectSet Aliasto set an Alias for a specific node.
SelectRemoveto remove an idle node from the list.

SelectDisassociateto disassociate a client which is associated with
the AP.

SelectPermanent Disassociationto disassociate a client which is
associated to the AP and simultaneously add its M&@n Access
Control List to deny access.

Best Channel selection is an extra feature of access point mdae
enable best channel selection (BCS) click Best Channelbutton. The
system calculates the best available frequencydbas¢he BCS algorithm
and configures the AP to transmit on the approgrctannel to achieve
better performance.

Stealth Mode is another enhancement of Access Point mode. When
Stealth Mode is enabled the AP does not transnaitdoes and hides its
SSID in transmitted probe responses, which makesAR essentially
invisible. No other node can discover it unlesg thade already has the
AP’s settings. In addition, a custom polling pratbés implemented,
which is compatible with links between IKARUS AP&dalKARUS
clients. When using this protocol IKARUS clientseaable to detect
IKARUS Stealth APs.
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To implement this feature, select theealth Mode checkbox.

> 610
Hiding the AP’s ESSID prevents outside users froming the network
because they cannot detect the network identifierstop the AP from
publishing its ESSID in it beacon transmissionsecetheHide ESSID
check box.

I ; ++

To prevent traffic between two wireless stationat thre both associated
with an IKARUS AP, select thBtop Wireless to Wireless Trafficcheck
box.

NOTE: IKARUS has the ability to support Address 4 traffic. However it is necessary to put
the wireless interface (the one that operates as an access point) under a Network Bridge
(check IP Network configuration) if you intend to enable Address 4 support.

4 # +- -:0!

An IKARUS node can operate as an access point Wite.nThis gives

you the opportunity to configure a Wireless Diatitibn System Network
by setting up a number of IKARUS WDS nodes, each t@aking part in

the network. All the features and settings desdribethe access point
section are supported for WDS mode. In addition, SMBode features a
WDS List which contains the MAC addresses of all 8/Bodes included
in the network.

To configure the currently selected node for Wesl®istribution System
(WDS) mode, seledVDS in the Selected Operation Modedrop down
list. The WDS tab becomes availabl&SID, Inactivity Limit, Beacon
Period, Site Survey, Stealth Mode, Hide ESSID andt& Wireless to
Wireless Traffic fields are configured the same as for Access Rdate.
The WDS tab also features akssociation List button and a list of
Registered WDS Nodes.

Figure 38. Wireless WDS Mode Settings

47 /167 lkarus OS and lkarus NMSiJs
Manual



In the Registered WDS nodedist, type the MAC addresses of the nodes
to be configured. Select the check box next toMi#eC address field to
enable it as part of the WDS network topology. (€hable feature can be
helpful when WDS nodes change behavior. You camtaia the nodes’
MAC addresses in the list and enable or disableasssary.

+- -

Repeater Modeis an advanced IKARUS mode. When an IKARUS node
is configured to perform as a repeater it operatea client. It associates
with an AP that matches the desired BSSID (Basiwi&e Set Identifier)
and adopts the settings of the BSS (Basic Servieg. $ifter the
association is complete, IKARUS repeats the BS&ticrg a brand new
BSS range. Repeaters implement a combination &f 6bent mode and
Access Point mode functionality and features sweiSi@alth Mode and

‘ Host PC 1

Imitial B5S Ramge

i, \\(» S
Station 1 .c e : Hepeated BS5 Range

—______,av' l. ] e
7. Base Node +
s 7
Mol 7 e
Station 2 ! Final Merged

iy BSS Range ',
. Repea\
[{TJ}rf

Station 3:! -.[i?i'_.
station 4 A

Host PC 2

Wireless to Wireless Traffic control.

Figure 39. Repeater Topology

As the diagram above illustrates, the IKARUS Repemt associated with
the IKARUS Base Node. After being associated, i@RUS Repeater
extends the IKARUS Base Node’s BSS. The resuhas the Initial BSS
range is expanded to the footprint shown by thelRiherged BSS range
with the Repeater acting as an access point wehBlise Node settings.
The three stations in the example topology can la@eess to both Host-
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PC-1 and Host-PC-2 (or can exchange data betwesn)tregardless of
whether they are associated with the Base NodeeoRepeater.

+ 07 + 310

To configure an IKARUS node asRepeater, type thePreferred SSID
name or thePreferred BSSID MAC address into the appropriate fields.
Click the Submit button and wait for the Repeater to associatef itgigth
the specified Base node. The Repeater is then teagaycept associations
with wireless stations.

5 ? T7'- 5

The State field and Link Quality/Signal Level fields mirror Client
Node’s state as far as it has to do with the p@khbk with an access
point. A continuous polling protocol operates bedwehe lkarus NMS
and all nodes which have been added in the Netwopology pane. For
Client configured nodes, lkarus NMS is continuousiformed of the
State (Idle, Authenticated or Associated) of theleyahe quality of the
link (if associated) and the dynamic signal strangt

Figure 40. Repeater Mode Settings

+- =% |

The functionality ofAP Client andStation modes is similar. Both modes
configure the node as a client. The main differeiscéghat AP Client
supports address 4 trafficStation has an embedded proxy-ARP
functionality to support only address 3 traffic fall possible entities
which maybe adjacent to its Ethernet interface. Yaw select either mode
based on your network needs.
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Figure 41. AP Client Mode Settings

Figure 42. Station Mode Settings

+ 10

This field contains the string which is publishesl BSSID by the AP
Client/Station node. To create a name for the serset identifier (SSID),
type the name in thiereferred SSIDbox.
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+ 310
This field contains the MAC address which is puimg as BSSID by the

AP Client/Station node. To create a name for thsichaervice set
identifier (BSSID), type the MAC address in tReeferred BSSID box.

! 5 ? T7'- 5

The State field and Link Quality/Signal Level fields mirror Client
Node’s state as far as it has to do with the p@khbk with an access
point. A continuous polling protocol operates betwehe lkarus NMS
and all nodes which have been added in the NetWwopology pane. For
Client configured nodes, lkarus NMS is continuousiformed of the
State (Idle, Authenticated or Associated) of theleyathe quality of the
link (if associated) and the dynamic signal strangt

41 & -1

The Site Surveybutton is available on aDpMode tabs. If an IKARUS
node operates as AP Client, Repeater or Stative,Ssirvey will scan all
available channels to find an appropriate BSSIQoto (based on user
credentials SSID, BSSID, Security etc). When an RS node acts as an
access point or WDS, Site Survey can be used to aca monitor
adjacent frequencies to detect interference frdreraiccess points.

When you click the Site Survey button, the Site vByrdialog box
appears. Rows in the dialog box display all thellalke information for
every node scanned.

After the scan is complete and the dialog boxifighopulated, the status
bar at the bottom of lkarus NMS window displays timessageSite
survey list retrieved successfully

Figure 43. Site Survey Operation

At the bottom of the Site Survey dialog box fouttbas are available:
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Select a node in the list and cli€@onnectto connect to that node.

+ .
Click the Refresh button to re-scan and updaté&tteeSurvey list.

Click Continuous Scanto enable consecutive scanning. The button
remains depressed until clicked a second time. &\hilContinuous Scan
mode, the Site Survey list is updated dynamicatigrging all the possible
unique entries.

% -

The Align option allows you to achieve the best possiblgnatient for a
distant point-to-point link. Click th&lign button. TheSite Survey Align
dialog box appears. This dialog box displ&SSID, SSID, Channel
Number, Link Quality andSignal Levelfields. Using this dialog you can
monitor signal strength and quality value statsstibrough consecutive
polling. Polling occurs at a high frequency to pdav an up-to-date
representation of the link. While monitoring thesatistics you can adjust
your antenna to achieve maximum performance. Wheimal antenna
position and polarity are achieved, click tQait button to return to the
Site Survey panel.

Figure 44. Site Survey Align

4 +- - 1 -
To configure the radio settings of the selectecless interface, select the
Radio tab on the left side of th&/ireless pane. From the Radio tab you
can:
select théPhysicallayer options (IEEE 802.11a,b and g)
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select theChannel number

select whether the Channel is expressed as a munbBeequency
select thél'xRate (data transmission rate)

set and enable thigrag value

set and enable tHeTS parameter

enableSpoofing

configure theMAC Address

enableDiversity operation

select théAntenna connector

Figure 45. Wireless Radio Settings

- . 5

The Physical drop down list contains all physical layer optidhst are
available for the specific hardware you are usiifgyour hardware
supports IEEE 802.11 a, b and g standardsPtingsical drop down list
will contain AUTO, 802.11A, 802.11B, 802.11B-G, Turbo A and Tuib
G options (If the hardware does not support a physical lstandard
Ikarus NMS returns a warning dialog indicating theC cannot be
configured in the selected physical layer stangard.

The Channel drop down list displays the currently selected sachannel
using the standard IEEE channel numbering conveniio convert the
Channel field to display the actual frequency,kctite Frequency button.

The TxRate drop down list allows you to select a standardgnaission
rate based on the available rates associated athdlected physical layer
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standard. You also can seléaito mode. In Auto mode IKARUS will be
auto-configured to support the optimal TxRate facterelated node. This
can be very useful in environments sensitive tde®t In Auto mode an
auto-rate fallback algorithm, which runs on the Kgmound, tries to

maximize the data transfer rate.

Note: Management and Control frames are always transmitted at the lowest available rate
of the selected physical layer standard.

-. % %
The MAC Address field contains the MAC address of the configured
radio card/hardware that has been selected inS#lected Wireless
Interface field. However, you can enable spoofing functidyalby

selecting theenable Spoofingcheckbox and typing a new MAC address
into the MAC Address field.

The Frag field allows you to implement fragmentation of kefs, a
technique that improves network performance in pnesence of RF
interference. You can set the fragment size byntypn the frame size
threshold (in bytes). If a frame exceeds this vatugill be fragmented.
The fragmentation range is 256 to 2048 bytes. i8¢ttie fragmentation
threshold to 2048 effectively disables fragmentatio

To implement fragmentation, type the threshold &ahto theFrag box
and select the Enable check box.

The RTS field allows you to implement RTS/CTS hdradséng between
an IKARUS node and another station on the wirefeggiork. RTS/CTS
handshaking helps minimize collisions among hidd#ations on a
wireless network. An RTS/CTS handshake involvesahginating node
sending a Ready To Send frame to its destinatizery waiting for the
destination to return a Clear To Send frame. Thgirating node will

then send its data. RTS/CTS operation adds to ewdrlbut can help
avoid collisions. When implementing RTS on an IKARWccess point
RTS operation is initiated if a packet exceedsthneshold configured in
the RTS field. The valid range is 0 to 2347 bytes. (If RiESenabled a
starting value of 500 is recommended.)

To implementRTS, type the threshold value into tRI'S box and select
the Enable check box.

-0
The Diversity field allows you to enable the use of two antenfae
diversity operation, if two are used for the saaia.
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4) 1 - %
The Antenna drop down list allows you to select tliight or Left
antenna, if two are used.

4 * -
The transmitted power of the node can be set lBsctey preset values
between 5 and 30. This is a custom scale (with efmed units) which
simply represents minimum and maximum Transmitteadvd? of the
currently selected wireless interface. To set tratisd power, select a
value in thel'x Power drop down list.

4 # +- - I -

From the Security tab you can configure the security settings of the
Selected Wireless Interface. From this tab youssdrup

None (no security)

WEP (Wired Equivalent Privacy)
WPA (Wi-Fi Protected Access)
ACL (Access Control List)

4 # I -; 6 <6 =
Through the WEP tab you can configure an IKARUS node to

encrypt/decrypt data with keys based on the WERpob To implement
WEP, selecWEP in the Selected Encryption Modedrop down list.

To implement 64-bit encryption, seledtEP-64 in the WEP Type drop
down list.

To implement 128-bit encryption, sel&EP-128in theWEP Type drop
down list.

Four text boxesWEP Key #1, #2, #3and #4) with adjacent option
buttons allow you to maintain four different endigp keys, while using
one of them. Type one or more encryption key i@ text boxes, then
select the option button of the one to be used.
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Figure 46. Wireless WEP Settings

4 # A % <%=

In the WPA tab you can configure an IKARUS node to encrypirget
data with keys based on WPA protocol. To implem&RA, selecWPA
in theSelected Encryption Modedrop down list.

' - %
To set theWPA Mode, select either th®VPA or RSN(WPA 2) option
button.
Figure 47. Wireless WPA Settings
I -$ -

To configure th&key Managementfield, selectPSK (Pre-Shared Key) or
EAP (Extensible Authentication Protocol) in tKey Management Mode
drop down list. This selection determines the tgpéelds that appear in
the area in the right side of the pane.

&

When EAP is selected, several text boxes appednemnight side of the
panel. These fields are required in order to fancdKARUS access point
to authenticate clients on a Back-End AuthenticaBerver. They include

theServer IP address
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the Server Port number, used for EAP-TLS packet transactions
(usually 1812)

a Server Secret phrase which is used for the IKARUS node
authenticator to be accepted by the Back-End Auitegion Server.

EAP-TLS is by default the supported protocol for EAP. The IKARUS node uses 802-1X
authentication to authenticate its clients. If the IKARUS node is configured as a client, in
the case of EAP-TLS usage, you should upload the appropriate certificates on IKARUS
station. This can be done by clicking the Upload Server and Client Certificate buttons on
the right pane.

Figure 48. EAP Settings

WhenPSK is selected in th&key Management Mode drop down list, the
Pass Phraseext box appears on the right side of the panés Ehthe
initial value on which negotiated WPA keys are tedaTo configure the
Pass Phrasdield, type the pass phrase.

Figure 49. PSK Settings

The Pairwise Cipher field provides three options for the encryption
mechanism of an IKARUS node.

TKIP (Temporal Key Integrity Protocol)

AES(CCMP) (Advanced Encryption Standard-Counter Mode CBC-
MAC Protocol)

BOTH (selected if an IKARUS node is configured as aneasc
point)
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(Group Cipher is not functional in Ikarus NMS versil.1.3)

+- -% 5 <% 5=

When theSelected Operational Modehas been set tAccess Pointor
WDS, the ACL sub-tab in theSecurity tab is available for selection. You
have the option of setting &tcess Control Listto manage clients trying
to connect to the access point. To configure AcGasgrol List functions,
click theACL tab, then select tHenable checkbox.

Figure 50. Access Control List Settings

0 -%
To deny specified clients access to the node, SBIEBIY in the Policy
drop down list Clients with MAC addresses matching MAC addresses
registered in the ACL will be denied access. Alhastaddresses will be
allowed

% -%

To allow specified clients access to the node,csedd LOW in the
Policy drop down list. Clients with MAC addresses matghimAC
addresses registered in the ACL will be allowedeasc All other
addresses will be denied.

I - % 5
There are two methods to set up an Access Conisbl L

Type in the MAC addresses manually, using &dsd button, and
remove selected MAC addresses usingRbBsovebutton.

Load a text file containing the MAC addresses udimgAppend
from File button.
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+

- % 5

To save an existing ACL, clickxtract to File and name/save the file.
This can be a useful feature if you need to sultineitsame MAC list to
another access point.

- -%. %

The Atheros tab is useful in optimizing the opematof distant IKARUS
nodes.

Figure 51. Atheros Settings

5 0

Setting the Link Distance can be effective in ofting operation of a
node. When Link Distance is defined, the acknowdetiigeout is
configured according to the distance. In lossy emments, where many
retries occur, acknowledge timeout should be coméid accordingly to
the distance between the nodes. To set this pagantgte the distance (in
meters) into th&ink Distance text box.

Fast Framesis a feature of Atheros-based technologies thhzegiframe
aggregationand timing modifications to increase the dataubigut rate
of the system. It increases throughput by trangmgittnore data per frame
and removing inter-frame pauses. To implement fashes, select the
Fast Framescheck box.

3 -

Packet Bursting is another technique used by Atheros-based tecised
to increase throughput by decreasing overhead eandirsg more dta
frames per given period of time. To implement padkesting, select the
Packet Bursting check box.
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WMM (Wi-Fi Multimedia) is a priority-based Qualitgf Service method
used in implementing Voice over WLANs. To implemé&kiMM, select
he WMM (Layer QoS) check box, then click thé&dvanced WMM
Settings checkbox to access th&dvanced WMM Parameters dialog
Box.

Figure 52. Advanced WMM Parameters

. 78686!<, %™, 6!=

There are the four queues that h/w uses to orgamgeprioritized the
packets

AC_BK= Background Access Category

(Lowest Priority for bulk data that require maximainnoughput and there
is not any time sensitivity related such as FTPefcample)

AC_BE= Best Effort Access Category
(medium priority , traditional IP data via this g
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AC_VI= Video Access Category
(High Priority lower than VOICE ,video data sentis)

AC_VO= Voice Access Category
(High priority , VOIP data and streaming media)

NOTEL :: On behalf of the AP these fields are atised in the Beacon
and the CLIENT or STATION on the other side arermed via this in
order to be aware of the policy of the AP.On theeothand AP knows the
policy of each Client.

NOTEZ2 ::AP EDCA parameters affect traffic flowimgrh AP to the client
or station(On the other hand STA EDCA control tpstteam form client
or Station to AP)

" (& %356 " 650! <

aCWmin = Minimum Value of Contention Window
b.CWmax = Maximum Value of Contention Window
b.AlFsn = Arbritary Interframe Space

d.TXOP = Length of TXOP

CWmin

Input to the algorithm that specifies the initiahdom backoff wait time
(window as known) for retry transmission.This valissthe upper limit in
msecs of a range from which initial random backuoféit time is

determined.

CWmax

This value is the upper limit in msecs for the dowprandom backoff
value.This doubling continues until either the datames is sent or the
Max Contention Window is reached

AlFs
The Arbitration Inter-Frame Spacing specifies atwimie for data frames
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TXOP
This is an interval of time when &IMM station or client has the right to
initiate transmisions onto the wireless medium.

44 o, -

In this section two possible specific wireless fogees are described,
based on IKARUS's operational modes. In the fiestisn two ways of
setting a point-to-point link are described. In #ezond section a specific
topology concerning IKARUS Repeater functionalgydiescribed.

44 Il 5

There are two basic topology scenarios. You caatera point to point
link using either scenario.
;01 ;0!

A point-to-point link can be created by configuritwgp IKARUS nodes as
WDS access points.

Host PC 1

p L]

wos 4
Node 1 ff/?] ri“x\

WwDs
Node 2 .
N3

Figure 53. WDS Topology

Host PC 2

WDS Node-1 configuration should include the follagi:
WDS-Node-2's MAC address should be set in NodeAI3S list.

Both nodes should transmit on the same frequency.
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IKARUS Stealth Mode should be used (if you wanatmid beacon
transmitting) or Hide ESSID (if you want beaconsbh® transmitted
but not to publish the IKARUS node’s ESSID.)

Additionally, you can enable an ACL with Policy sgt to Deny and
no node’s MAC address in the list to prevent steiofrom
connecting to the node.

The same configuration should be set in WDS Node#h, corresponding
values.

% %/ !
You can set up a point-to-point link using AP arfd 8lient Modes.

Host PC 1

e

\@ PN
Accesgqil‘.q
Point

SN
~ep ! Host PC 2
Station ‘Q
ar : (-,
AP-Client
NM3

Figure 54. Point-to-point Topology

The access point should be configured as follows:

1. Set up the ESSID of the AP.

2. Enable Stealth Mode in the AP.

3. Enable ACL with Policy set up to ALLOW and put th&P-Client’s
MAC address in the MAC list.

The AP-Client should be configured as follows:

1. Type the AP’s MAC address into the SSID field.
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2. Type the MAC address of the AP into the Preferr&SB field.
3. Perform a Site Survey.

4. Select the AP from list and perform an Align.

5

. Make all the adjustments to achieve optimal alignimesults

310 6:

Repeater is a custom mode of IKARUS. Repeater iomality is
described in the Operational Modes section ofdbisument.

ﬁ Husl PC L

' Extended BSS Rarge

P

Base Node Jf g5
. - K\ r : Extenced BS5 Rargz

- - .-
R L= -

e

cater g N
/ P
/)é g Hast PC 3
/ : Repeat
(! i ==
S-ation 2 .T

Figure 55. Extended Repetition Topology Example

In this scenario the IKARUS Base Node’s BSS is atged through a
Repeater chain. Each IKARUS Repeater node repbatBES of the
previous node. Each station is connected to ardiffeRepeater Node, but
they all belong to the same BSS as if they weréhersame access point.
This topology can be useful in creating a longatist extension of a Base
Node AP’s BSS, or even to reduce the load of anmA® large area with
many clients. Also, by configuring an IKARUS Rep=ain an optimal
position within the target area, you can achievadibalancing. In
addition, Repeater offers bridging of all wirel€3gents with all Ethernet
Host PCs adjacent to its Ethernet interface.
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A firewall protects networked computers from intenal hostile intrusion
that could compromise confidentiality or resultiata corruption or denial
of service. A network system in order to supporéviall functionality

must have at least two network interfaces, onetle network it is

intended to protect, and one for the network édposed to. A firewall sits
at the junction point or gateway between the twowoeks, usually a
private network and a public network such as theriret.

To configureFirewall settings, select thEirewall tab, located under the
Advanced Configuration of Node, Configurationtabs.

To configure NAT settings, select théNAT tab, located under the
Advanced Configuration of Node, Configurationtabs.

See Page 24 for a diagram showing Advanced Configuration tabs and sub-tabs.

1 " %,

Ikarus OS supports advanced firewall and NAT (Nekv@ddress
Translation) functionality and features an easy agament and
monitoring interface, providing a turnkey solutidar advanced and
novice network administrators. However, a firewalis-configuration
may result in denial of service even for the adstmator, outlining a high
risk configuration.

Ikarus OS Firewall and NAT subsystems consist of firewall and two
NAT queue chains.

Input firewall - All incoming traffic is tested against the input
firewall rules prior to being accepted.

Output firewall - All outgoing traffic is tested against the outpu
firewall rules prior to being sent.

Forwarding firewall - All traffic that is being forwarded through the
operating system is tested against the forwardiregvéll rules prior
to being forwarded.

Flowmark - All incoming traffic that matches the correspol
criterions is marked.

DNAT - Used to alter destination attributes of a padcketredirect
them).
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SNAT - Used to alter source attributes of a packehitle sender’s
address and properties).

The following image displays the way data packkts through Firewall
and NAT chains:

Figure 56. Packet flow diagram

+_ _Il

Rules are entries in a chain consisting of seviegkls (criteria) that can
be used to match a data packet. If all criteriaraet, the rule is matched
and the packet leaves the chain, launching theraofithe matching rule.

From the Firewall tab you can
Select Chairs
Set upPolicy
Add, delete and manage FirewRlliles andFlowmarks
Write rules to the active list
Refreshthe displayed information

Figure 57. Firewall Chains
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Before configuring a rule, you muSelect Chainand set th@olicy.
In theSelect Chaindrop down list, seledhput, Output or Forward.

In thePolicy drop down list, selecacceptor Drop.

ACCEPT - The packet will flow to the next chain, leavitige current
chain at this rule (no further rules in this chare further examined),

DROP - The packet stops flowing, is discarded, withaotifying the
sender.

1 + _ _ n . _ n

Click the Q‘ button. TheFirewall Rule Configuration for [chain
type] Chain dialog box appears. This dialog box contains talmstBasic
andAdvanced.

.3
In both tabs, several fields haveNat check box beside them. The Not
field inverts the matching operation, causing aamato occur if the
opposite of the rule is matched. For exam@eurce IP. is configured
with the specific IP address. When the adjacentkclbex is selected the
rule will match all packetexceptthe ones that have the specified Source
IP address.

3 -

Figure 58. Firewall Rule Configuration Dialog Box, Basic Tab

The Source IP field displays the Source IP address of the packie¢
address can be expressed as a single IP addmps$92.168.1.1/32), or as
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a whole IP subnet (e.g. 192.168.1.0/24). A matcuisif the source IP of
the packet is exactly the same or belongs to theeficonfigured.

Type the source IP address and number of subnek bigs into the
Source IPfield.

TheDestination IP field displays the Destination IP address of theket.
The address can be expressed as a single IP adegs$92.168.1.1/32),
or as a whole IP subnet (e.g. 192.168.1.0/24). Aclmaccurs if the
destination IP of the packet is exactly the sambaongs to the subnet
configured.

Type the destination IP address and number of $ubask bits into the
Destination IP field.

%

The Input Interface field displays the interface from which the packet
was delivered. A match occurs if the interface thatpacket arrived from
is the same as the configured interface (if thefigared interface is a
bridge, this also matches with interfaces undeibticge).

In thelnput Interface drop down list, select a specific input interface,
selectANY .

%

The Output Interface field displays the interface from which the packet
is to be transmitted. A match occurs if the integféhat the packet will be
transmitted from is the same with the configuretriace (in case the
configured interface is a bridge, this also matakitls interfaces under the
bridge).

In the Output Interface drop down list, select a specific input interface,
or selectANY .

& # )

The Existing Flowmark drop down list contains Flowmarks that already
have been configured. Select a Flowmark from tke th configure a
Flowmark as a firewall matching rule. A match occirthe packet was
marked by this mark when it flowed through the Fioavk chain.

# )
The New Flowmark field is available ifMark is selected in théction
field. Type the name of the new flowmark in thew Flowmark box.

When a rule is matched, its action is performerkvrll actions can be:

ACCEPT - The packet will flow to the next chain, leavitige current
chain at this rule (no further rules in this chare further examined),
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REJECT - The packet stops flowing, is discarded, and tarmelCMP
packet (reason code UNREACHABLE) is sent back estbnder.

DROP - The packet stops flowing, is discarded, withaotifying the
sender.

FORWARD - (currently not in use)

MARK - The packet will flow to the next chain, leavitigg current chain
at this rule (no further rules in this chain arettier examined). It will be
marked asNew Flowmark.

The Comment field is used to enter a string consisting of at most 30
characters to describe the rule. This field isus@d for matching.

% -

Figure 59. Firewall Rule Configuration Dialog Box, Advancedbla

The Protocol drop down list contains a list of protocols thain dae
selected for matching. The contents of the dialog thanges depending
on the protocol selected. The following selectiomsy be configured in
this field:

ALL — A match always occurs.

TCP — A match occurs if
1. the packet’s protocol type |&CP
AND

2. the SYN flag of the packet matches based on which of the
following is selected in the SYN flag drop dowstli

ALL - matches always.

SET - A match occurs if the packet starts a new
connection.
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NOT SET - A match occurs if the packet is a member of a
previously started connection.

AND

3. Source Port - Source port is entered as number (0-65535)
where 0 indicates that all ports are matched.

4. Destination Port - Destination port is entered as number (O-
65535) where 0 indicates that all ports are nedch

Figure 60. Advanced Firewall Rule, TCP

UDP — A match occurs if
5. the packet’s protocol type WDP
AND

6. Source Port - Source port is entered as number (0-65535)
where 0 indicates that all ports are matched.

AND

7. Destination Port - Destination port is entered as number (O-
65535) where 0 indicates that all ports are nedch

ICMP — A match occurs if
8. the packet’s protocol type IEMP
AND

9. the ICMP Type matches based on which of the following is
selected in théCMP Type drop down list:

ANY : A match occurs always

REQUEST: A match occurs if the packet is an ICMP
request.

RESPONSE A match occurs if the packet is an ICMP
response.

GRE — A match occurs if the packet’s protocol typ&RE (Generic
Routing Encapsulation)

ESP- A match occurs if the packet’s protocol typ&BSP
AH — A match occurs if the packet’s protocol typ&is

Ikarus can perform firewall functions based on tbanection state. The
following selections may be configured in this diel
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New - A match occurs if the packet starts a new conaedfiouter has
seen packets in one direction).

Established - A match occurs if the packet is a member of arstang
connection (router has seen packets in both dines}i

Related -A match occurs if the packet starts a new conaegcbut is also
a member of an existing connection (router has gmerkets in both
directions).

Invalid - A match occurs if the packet is not a member ofeaisting
connection, but also it does not start a connegaambiguous packet).

A match occurs if the packetSource MAC address (in the Ethernet
header) is the same as the address in this figlgde TheSource MAC
address in th&ource MAC field

5
TheLimit fields contain settings related to the rate at Whiee packet is
arriving.
Limit Rate - A match occurs if the configured rate has not beached
yet.

Limit Burst - A match occurs if the configured burst rate hat been
reached yet.

Important: To enable a Firewall rule (write it to the active list) you must click the
button.

1# +- - O,

Rules are entries in a chain consisting of seviezlls (criteria) that can
be used to match a data packet. If all criteria raet, then the rule is
matched and the packet leaves the chain, laundfiegaction of the
matching rule.

From the NAT tab you can
Select theNAT Kind
Add, delete, edit and manage NAT rules
Write NAT rules to the active list
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Figure 61. NAT Chains

Before configuring rules you must select M&T Kind drop down list.

%, $
In theNAT Kind drop down list, seleENAT or DNAT.

1# - %, -+

To add a rule, click theg| button. TheNAT Rule Configuration for
[NAT Kind] Chain dialog box appears.

Figure 62. NAT Rule for Configuration for Source Chain DialBgx

1%,70 %, !

The following fields are common to SNAT and DNAT néiguration
dialog boxes.

) *(
Several fields have Bot check box beside them. The NOT field inverts
the matching operation, causing a match to ocdineifopposite of the rule
is matched. For exampl§ource MAC: is configured with the specific
MAC address. When the adjacent check box is selebterule will match
all packetexceptthe ones that have the specified Source MAC addres
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The Source IP field displays the Source IP address of the packie¢
address can be expressed as a single IP addmgs$92.168.1.1/32), or as
a whole IP subnet (e.g. 192.168.1.0/24). A matcuiif the source IP of
the packet is exactly the same or belongs to theeficonfigured.

Type the source IP address and number of subnek bigs into the
Source IPfield.

TheDestination IP field displays the Destination IP address of theket.
The address can be expressed as a single IP adegs$92.168.1.1/32),
or as a whole IP subnet (e.g. 192.168.1.0/24). Aclmaccurs if the
destination IP of the packet is exactly the sambabongs to the subnet
configured.

Type the destination IP address and number of $ubask bits into the
Destination IP field.

+

The Source Port(s)field displays the port number of the source ndde.

match occurs if the source port number is the sasnide number in this
field.

Type the source port number into theurce Portfield.

] + ,
The Destination Port(s)field displays the port number of the destination
node. A match occurs if the destination port numbethe same as the

number in this field.
Type the destination port number into testination Port field.

%

The Input Interface field displays the interface from which the packet
was delivered. A match occurs if the interface thatpacket arrived from
is the same as the configured interface (if thefigared interface is a
bridge, this also matches with interfaces undeibtiage).

In thelnput Interface drop down list, select a specific input interface,
selectANY .

%
The Output Interface field displays the interface from which the packet
is to be transmitted. A match occurs if the integféhat the packet will be
transmitted from is the same with the configuretkriace (in case the

configured interface is a bridge, this also matchi¢ls interfaces under the
bridge).

In the Output Interface drop down list, select a specific input interface,
or selectANY .
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The Existing Flowmark drop down list contains Flowmarks that already
have been configured. Select a Flowmark from tke th configure a
Flowmark as a firewall matching rule. A match occirthe packet was
marked by this mark when it flowed through the Fioavk chain.

The Protocol drop down list contains a list of protocols thain dae
selected for matching. The following selections rbayconfigured in this
field:

ALL — A match always occurs.

TCP — A match occurs if

10.The Source portis entered as a number from 0 to 65535, where
0 indicates that all ports are matched.

11.The Destination port is entered as a number from 0 to 65535,
where 0 indicates that all ports are matched.

UDP - A match occurs if packet’s protocol type is UBR,

12.TheSource portis entered as a number from 0 to 65535, where
0 indicates that all ports are matched.

13.The Destination port is entered as a number from 0 to 65535,
where 0 indicates that all ports are matched.

ICMP - A match occurs if packet’s protocol type is ICMP
GRE - A match occurs if packet’s protocol type is GRE
AH - A match occurs if packet’s protocol type is AH
ESP- A match occurs if packet’s protocol type is ESP

Sender's MAC address. A match occurs if the pask&burce MAC
address (in the Ethernet header) is the same.

The Comment field is used to enter a string consisting of at most 30
characters to describe the rule. This field isus@d for matching.

1%, . ! + "
The following fields are available in the SNAT cmpufration dialog box.
Masquerade: The IP address to be assigned to outgoing padkets

dynamically retrieved by the current outgoing ifdaee’s IP address (does
not need to explicitly configure the outgoing s@ute address).
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Translate Source IP to:The IP address (or range of IP addresses) that the
source IP of the packet will change to. In caseethie a range of IP
addresses, a round robin algorithm is used to mssigresses.

Translate Source Port to: The range of the router’s ports used to send
NATed packets and track for responses.

0%, . I + "

The following fields are available in the DNAT capfration dialog box.

Redirect —When a match occurs, the packet will be rediretbeginother
port of the router.

Translate Dest IP to —The IP address (or range of IP addresses) that the
destination IP of the packet will change to. Inec#isere is a range of IP
addresses, a round robin algorithm is used to mssldresses. This is used
to forward the packet to another host

Translate Dest Port to —The port that the packet will be sent to (in case
there is a range of ports, a round robin algorithsed).

Figure 63. NAT Rule for Configuration for Destination Chainalig Box

Important: To enable a NAT rule (write it to the active list) you must click the
button.

The following examples may be helpful in understagdow to configure
Firewall and NAT rules.

- 11> +

SSH service by default runs on port 22. Assume that router is
connected to the internet through interface eth®.dsallow incoming
SSH connections from the internet, you can insedlain the Input chain
of the Firewall system that will drop this kind afnnection (because they
are TCP connections, SYN flag will be set).
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To accomplish this, configure the Firewall ruled@kws:

*

Source IP: 0.0.0.0/0 (any)

Destination IP: 0.0.0.0/0 (any)

Input interface: ethO (the connection to internet)
Comment: no_SSH_connect

ACTION: DROP

Protocol: TCP

SYN Flag: SET

Source Port: O(any)

Destination Port: 22(SSH)

Figure 64. Basic Rule Example Configuration

Figure 65. Advanced Rule Example Configuration

Click Submit to add the rule to the list and apply it to theteou
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Figure 66. Example Firewall Tab
%1@ > - - A

Assume that the router is connected to the intatmeugh interface ethO
and IP address 173.55.1.2/24. Your local networdoisnected to router’s
ethl interface with IP address 192.168.1.1/24. Stoould masquerade all
outgoing traffic to the internet (interface eth@jgmated from your local

network (interface ethl).

Insert a rule to the SNAT chain as follows:

Source IP: 192.168.1.0/24 (local network)

Output Interface: ethO

Translate Source IP to: 0.0.0.0-0 MASQUERADE (ethO’'s IP
address)

Comment: NAT_on_WAN

Figure 67. NAT Configuration - Masquerade Example

Click Submit to add the rule to the list and apply it to theteou
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Figure 68. NAT Tab - Masquerade Example
HINT: make sure IP Forwarding is enabled on thetaoyinterface
settings Panel).
Important: To enable a NAT rule (write it to the active lighu must
click the button.
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The Dynamic Host Configuration Protocol (DHCP) provides
configuration parameters to Internet hosts in entiserver modeDHCP
server hosts allocate network addresses and deloggrfiguration
parameters to other (client) hosts.

DHCP consists of two components: a protocol for delivghost-specific
configuration parameters from a server to a host amechanism for
allocation of network addresses to hosts.

To configureDHCP settings, select th®HCP tab, located under the
Advanced Configuration of Node, Configurationtabs. The DHCP tab
contains two sub-tabsServer and Client, selected by clicking the
corresponding option button.

See Page 24 for a diagram showing Advanced Configuration tabs and sub-tabs.

+- - 0> 1696

The IKARUS DHCP server provides an extended setasffiguration
parameters while at the same time being effectivd Bw resource
consuming.
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Figure 69. DHCP Server Configuration Dialog Box

To configure @DHCP Server, select the interface from the interface tree.
Its background turns blue. Only clients in the sgohgsical interface will
be able to acquire IP addresses from this DHCPesefl¥ clients from
other physical interfaces must acquire their IPrasgks from the same
server a bridge should be created, and those actsfshould be added
under that bridge. Then, select that bridge a®tHEP server interface.

NOTE: You cannot select an interface which is under a bridge as the DHCP server
interface. Additionally the DHCP server interface should have already been configured
with a valid IP address and subnet mask. Multiple DHCP servers on different interfaces are
allowed.

_ O> ' n

To configure DHCP server settings, select 8eever option button and
select théActive check box. Th&ervertab becomes available.

After completing the required fields, click th®ubmit button This
uploads the configuration to the node without stgrthe server.

6

Type the appropriate IP addresses into $itert IP andEnd IP fields.

These are the upper and lower limits for the DHERer address pool.
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Type the appropriate IP address into Beadcast field. This field
contains the IP address clients will use. Broadifashould be one of the
addresses the Subnet Mask permits.

Type the appropriate IP address into Swbnet Mask field. This is the
subnet mask clients will use.

0

Type theDomain name (if any) that will be allocated to clientsoirthis
text box.

For each of the following fields, type the apprageivalue into the box.

The Leasefield contains the number of seconds an allocH#ees valid.
After expiration the client has to renegotiatedetting a new IP (which is
usually the same). The expiration time that thentliadopts depends on
the operating system running on the client and BCP client
configuration.

The Decline field contains the number of seconds that an IP ba
reserved (leased) for if a DHCP decline messageceived.

TheMin Leasefield contains the minimum number of seconds. léase
to be given is below this value (sec), the fulsliedme is used instead.

The Conflict field contains the amount of time (sec) that amat@ress
will be reserved (leased) if an ARP conflict (twieents with the same IP
address) occurs.

(Il

The Max Lease field contains the maximum number of curieases
(allocated IP addresses). After this limit is resththe server stops
assigning IP addresses to new clients.

The Offer field contains the number of seconds an offeredresddis

reserved (leased). This field specifies the nundfeseconds the DHCP
server should cache the offers it has extendedigoodering DHCP

clients. The default value is 60 seconds. On fasvork media this value
can be decreased.
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In the threeDNS Serversfields (DNS 1, DNS 2 and DNS 3), type the IP
addresses of the DNS servers that DHCP clients usk for DNS
requests.

If there are WINS servers that client should ugpe the addresses in the
WINS Serversfields (WINS 1 and WINS 2).

In theRoutersfields (Router 1 and Router 2), type the IP address the
routers (default gateways) the client can use.

5 +
Click the Leases Infobutton to access tHeHCP Leasesdialog box that
displays all the allocated leases.

Figure 70. DHCP Leases Dialog Box

In the current version DHCP server configurationesionot support
dynamic changing of the DHCP leases file. AftedRrallocation you are
able to see the new record in the DHCP Leasesglaiter approximately
a 60 second delay.
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One of the most common DHCP administration questi "What
setting should | give my lease times?" As with mamgtworking
guestions, the answer is, "It depends." The printlgision criterion is
the desired frequency at which your clients updatbr configuration
data.

If you are using DHCP only for randomized addressignments, having
longer lease times will result in greater levelsstability. For example, if
you use lease duration times of one month or lgreg¢emporary server
outage is not likely to affect your normal operaomuch. However, if
you are using DHCP for a variety of system-configian options (such as
default DNS servers and static routes), you wilhtma have shorter lease
times so that changes to the network are recogmjaexkly by the DHCP
clients. In this case, having lease times thati@rger than a day or two
can be problematic because clients that obtainvalease just before a
critical infrastructure change is made will notagnize this change until
the lease expires or gets renewed.

For dynamic environments, there are two common eleasation
strategies. The first calls for leases to be rexewalfway through a
working day (such as having them expire every efghirs, which will
cause them to be renewed after four hours). Ancttrategy is to set the
lease duration to a multiple of two and a half sntlee working day (that
is, 20 hours for an eight-hour working day), cagsithe leases to
completely expire overnight and thus be renegatiateery morning. The
former strategy works well on networks that keegirtimachines running
all of the time, while the latter strategy workslwen networks where
systems are powered down or otherwise removed frwnnetwork at
night.

Be forewarned, however, that both strategies expbse network to
problems if the DHCP server goes down or is onnaote network that is
subject to outages. If the DHCP clients are gettiggr lease data from a
remote DHCP server that is on the other side ofA\NViink that is even
minimally prone to failure, chances are good thairslease times will
result in at least a few failed lease renewals.

+- - 0> 56,

Configuration of theDHCP Client application is simple. The only
requirement is selection of the interface where EH¢CP client will
search for DHCP servers.

Similar to DHCP server configuration, multiple iastes of DHCP client
on different interfaces are allowed.
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Figure 71. DHCP Client

To configure @DHCP Client, select the interface from the interface tree.
Its background turns blue.

To configure DHCP client settings, select f@kent option button and
select théActive check box. Th€lient tab becomes available.

To prevent the changing of a client’'s default systgateway and DNS
addresses when the client receives an IP add@sstifiie server, select the
Keep DNS and Gatewaycheck box. This is useful when you already
have set a static default gateway and DNS and weserh to remain
unchanged, or if they are to be configured fromtla@oapplication (e.g.
PPPOE client). In most other cases this field sthbel remain unselected.

To complete the configuration, click tisaibmit button

+- - 0>

DHCP does not require a server on each subnetlidw &r scale and
economy, aelay agenican be installed listening ®HCP messages and
forwarding them on (and onto other network segmenikis eliminates
the necessity of having2HCP server on each physical network.
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Figure 72. DHCP Relay

To configure EDHCP Relay, select the interface from the interface tree.
Its background turns blue.

To view the fullDHCP Relay pane, select thRelay option button, then
select théActive check box. Th&elay Configuration pane appears.

TheRelay Configuration pane represents the subnet (LAN) where a relay
listens for client DHCP requests in order to fordvlrem to DHCP servers
Server 1, Server 2 Server 3 or Server 4 Type the appropriate IP
addresses in these fields.

Interface where application relays on should hasla ip and subnet
mask and like the other DHCP apis, DHCP relay camehmultiple
instances on different interfaces.

To complete the configuration, clid&ubmit.
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To configure WAN settings, select th&/AN tab, located under the
Advanced Configuration of Node, Configurationtabs. The WAN tab
contains two sub-tabsPPPoE and PPTP, selected by clicking the
corresponding option button.

See Page 24 for a diagram showing Advanced Configuration tabs and sub-tabs.

+- - 656,

The PPPoE client application is used to create ERfdmnections with
PPPOE servers mainly used by Internet Service éeovi

Figure 73. PPPoE Configuration

To configure @PPPoE Client select the interface from the interface tree.
Its background turns blue. This interface usudtigres the same medium
with an ADSL modem (in bridge mode). There is neddor a pre-
configured valid IP address and subnet mask onritesface.

To view the full PPPoE tab, select tRBPoE option button and select the
Active check box. Th&PPoE tabappears.

After completing the required fields, cliGubmit.
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&

Type theUser Namefor the client that will be used to authenticatighw
the PPPOE server (usually supplied by the ISP).

Type aPassword(more than three characters) for the client. Thigsed
to authenticate with the PPPoE server and is yssafiplied by the ISP.

In the Protocol drop down list, select thérotocol to be used for
authentication with the PPPoOE server. Protocolomgtiare:None, PAP
andCHAP.

Figure 74. PPPoOE Protocol Selection

The Concentrator contains the name of a server and relates to the ca
where there are multiple PPPOE servers availablboke servers have a
valuable name (called a Concentrator name) youct@aose the proper
one by type the correct name into this field.

$ 0! (
In most cases PPPoOE authentication supplies teatalith some valid
DNS addresses and makes the PPPOE interface tlailtdefystem
gateway. To set a static DNS address and/or a ltdefateway, or leave

87 /167 lkarus OS and lkarus NMSiJs
Manual



another application to configure them, (e.g. DH@Gent), select th&keep
DNS and Gatewaycheck box.

& 2

The normal Ethernet MTU is 1500 bytes in lengtht thhe PPPoOE

overhead, plus two bytes of overhead for the endafesi PPP frame,

mean that the MTU of the PPP interface is at md82Ibytes. This causes
all kinds of problems if you are using a Linux mizmehas a firewall and

interfaces behind the firewall have an MTU greditemn 1492. For safety
MTU size must be an integer between 536 and 1412.

6 0

Enable on Demandis a feature which enables the functionality of
creating a PPPOE connection only when there igdffid on a PPPoE
interface. Some ISPs offer connection agreemengsevtharging depends
on time. In these cases this feature could be uaVvhen th&nable on
Demand check box is selected, the following fields appeaemote
Domain, Remote IPandDemand Time

To configure this field identify the PPPOE servegrits IP address and

type the address into tiemote IPfield, OR determine its domain name
and type it into theRemote Domain field. Then type a time period
(seconds) into th®emand Time field. If a PPPOE connection remains
idle for this period, the connection closes unbluytry to use it again

(probably from a PC behind the router).

Figure 75. PPPOE - Enable on Demand Settings

When you click the Refresh button ti@urrent Status field displays
information on the current connection (whether ¢hisr a connection or
the reason for an unsuccessful attempt to connect).

+- -

The PPTP client application is used to create PBOifhections with
PPTP servers mainly used by Internet Service Peosid
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Figure 76. WAN - PPTP Settings

To configure aPPTP Client, select the interface from the interface tree.
Its background turns blue. This interface must beqgonfigured with a
valid IP address and subnet mask from the PPTRsstmbnet or it should
be able to “see” PPTP server in some way (e.gutiiralefault gateway).

To view the full PPTP tab, select tRTP option button and select the
Active check box. Th&PTP tabappears.

After completing the required fields, clidubmit.

) .

&

Type theUser Namefor the client that will be used to authenticatighw
the PPTP server (usually supplied by the ISP).

Type aPassword(more than three characters) for the client. Thigsed
to authenticate with the PPTP server and is ussalbplied by the ISP.

In the Protocol drop down list, select thérotocol to be used for
authentication with the PPTP server. Protocol oystiare None, PAPand
CHAP.

0 !
To identify the PPTP server, type the IP addreghaDial IP field, OR
type the DNS name of the PPTP service in8fe Namefield.
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In most cases PPTP authentication supplies thatchigh some valid
DNS addresses and makes the PPPOE interface tlaailtdefystem
gateway. To set a static DNS address and/or a ltdefateway, or leave
another application to configure them, (e.g. DH@ént), select th&eep
DNS and Gatewaycheck box.

% .

Some PPTP servers require Aathenticator field called to establish a
PPTP connection. This name usually is provided3ssl

0

Enable on demand is a feature which enables thetiunality of creating
a PPTP connection only when there is IP trafficao®PTP interface.
Some ISPs offer connection agreements where cliadgipends on time.
In these cases this feature could be valuable.

Select theEnable on Demandcheck box, then type a time period
(seconds) into thBemand Timefield. If a PPTP connection remains idle
for this period, the connection closes until yoguttr use it again (probably
from a PC behind the router).

When you click the Refresh button ti@urrent Status field displays
information on the current connection (whether ¢her a connection or
the reason for an unsuccessful attempt to connect).
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Quality of service (also know as Traffic Shapingjers to the general
concept of prioritizing network traffic, accordingp some of its
properties. By default, each packet is treatedalgyand in a first-come,
first-served basis. However, by utilizing QoS tagr traffic patterns, can
be given higher priority or can be guaranteed $jpecetwork resources.
From now on, we will refer to a traffic patternaass.

Some of the policies that can be enforced with @S

Restrict or eliminate the bandwidth consumed by P2P
applications.

Distribute the available bandwidth equally amongraup of
HOTSPOT users.

Make sure that certain services (eg. the web pamtaha
hotspot) will always be accessible, no matter heerioaded
the network is.

Reserve a portion of the available bandwidth fderay-
sensitive applications, like VolP.

Mitigate DoS attacks by restricting the network gesa
available for specific kinds of traffic (eg. ICMRaffic).

? 1

Let's have a look first, at the overall GUI intedaPicture 77).
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Figure 77. The QoS window

There are three main columns:

* ++

Traffic classes are entities to which we assoaaeific traffic patterns,
and specific network resources. The traffic paHewonstitute the
Matches associated to a Traffic Class, and the networlouees
reserved, comprises tAargetof the Traffic Class. These properties can
be configured via the rightmost panel of the Qo8daeiv.

To add a new Traffic Class, you have to right-click the “Traffic
Classes” label in the respective Panel. You cameeds many Traffic
Classes as you wish. A Traffic Class can also fartree-like hierarchy

of Subclasses. The tree may have at most two |la@femsbclasses (Picture
78).
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Figure 78. Three layer class hierarchy

++

A Traffic policy is an object to which we associatee or more classes
and one or more interfaces. The set of classegressito a Traffic Policy,

defines the policy for the associated interfacelse Tvay you assign
classes to policies is unlimited. Traffic policiean be shared by many
interfaces, in which case the interfaces are uhiffeom the QoS

standpoint. Shared polices will be discussed inemaepth later in this

chapter.

+

This panel lists all physical interfaces of theteys For each interface, we
distinguish two flows: An incoming one, which capends to traffic
coming to the interface, from the underlying phgtidayer, and an
outgoing one, which corresponds to traffic going ofuithe interface, to
the physical layer.

Note: Bridges and virtual interfaces will not be present here. If you want to set a policy to a
bridge, set the same traffic policy to every physical interface that makes up the bridge.
Virtual interfaces can only be distinguished, in the basis of their ip address.

Bear in mind, that you can't assigrore than one policy per interface
flow; as well asthe same policy to both flows of the same interface

The way that Classes, Policies and Interfacesnéeerelated is depicted in
picture 79.

*
*H#
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Figure 79.

Classes, Policies and Interfaces

Associations are carried out by drag&dropping anigetm on another.

0++ ++

The network traffic can be categorized by almost eembination of the

following properties

Inbound/Outbound Interface
Source/Destination IP/subnet
Source/Destination IP port range
Source/Destination Mac
Protocol

Application

Negations of most of the
aforementioned

ed:th0 in, athO out
et92.168.2.0/24, 172.16.1.1/3
€0:1024, 520
ed1:02:03:04:05:06
eg.IP, TCP, UDP, ICMP, ...

eg. P2P traffic, etc

eg. 1192.168.1.1/32

These parameters constitute the MATCH part of asclahe GUI panel
responsible for these options is depicted at pec8ar.
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Figure 80. Network Traffic Matches

I 5

On the other hand, the network resources that eaguaranteed or limited
are:

Committed Information Rate
Peak Information Rate
Committed Burst Size
Excess Burst Size

Priority

These parameters constitute the TARGET part of asscl The GUI
interface responsible for these options are degictd®icture 81.
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Figure 81. Policy parameters

*# + < =

This is the rate (expressed in kbits/s) which iargateed that will always
be available to the respective traffic class. Appéy, the CIF dedicated
for a specific class, can not exceed the netwonkdbédth available.
When multiple competing classes exist for the sartexface and for the
same direction (output/input), the sum of all oérth should also not
overrun the available bandwidth.

Note that, regardless of the CIR the traffic is & transmitted at the
maximum speed supported by the physical interfagerally, the CIR
expresses the average rate in which the trafSemt, in due time.

* + < =

This is the maximum rate (in kbits/s) in which, thaffic of a class, can be
sent or received (in average). Even if no othefficraompetes for the
bandwidth, this barrier can not be exceeded. Taigevcan be as large as
the capacity of the link and as small as the CIR.

The bandwidth between CIR and PIR is not guaranfee@ class. The
possibility for a class to exploit this range, dege on its priority as we
will see later.

THH 6: 3 12 <63!=

Some applications are characterized by short pgrddntensive network
usage and long periods with no network usage afall instance, when
we browse the Internet, our web browser request®la page and then
remains idle for a long period of time, until anattpage is requested.
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Such applications are not served well by the CIR/Rlechanism alone.
The EBS mechanism remedies this problem by allowmgpplication to
send a number of bytes continuously, for some timghout being

interrupted. As soon as EBC bytes have been skatapplication is
forced back to normal behavior (average rate ranpetween CIR and
PIR).

3 12 <3I=

The CBS corresponds to the minimum number of bthas have to be
available in order for a transmission to start. By time that the
transmission starts, it is not possible to be miged, until there are no
other data to send. By default this value is thalst possible (a single
packet size ideally) and scarcely will you havedba different value.

In order to better understand the concept of rate laurst, consider the
analogy: Each class (or subclass as we will seg)lat like a bucket with
size EBS. The bucket is filled up at a rate whighges between CIR and
PIR. In accordance with this analogy, transmisstamts when we throw
water out of the bucket. The minimum quantity oftevgtraffic) that we
can be thrown out is CBS. Therefore, when a clasdle for a while, it's
possible for an application later on, to send gddyurst of data, until the
“bucket” is empty. Similarly, for a class that sertdaffic at a steady rate,
lower than CIR, its “bucket” will always be fillagp.

The Priority value dictates which class, among ¢has the same layer,
will get the unused bandwidth. This bandwidth corfiesn those classes
that are not fully utilizing their CIR. This extbendwidth is delivered first
to the class with the highest priority and as sasrthe PIR (or EBS) of
this class is reached, the distribution contineethé next class in order of
priority. Priority value can vary between 0 (highrority) and 7 (lower

priority).

Consider the scenario: We have a standard 11minetess link, and we

want to guarantee half of it, to outgoing TCP iaffThen we further

divide it to TCP traffic destined for host x, arftht destined to host vy.
This scenario is depicted in the following table.

Classes in the table denoted as “auto”, are clabs¢sare automatically
(and transparently) created by the system to hand&assified traffic.
These automatically generated classes, get thefrds bandwidth (as its
CIR), which is not reserved for any of the usermusd ones. System
generated classes are always of priority 7.
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11 mbps Link Bandwidth

CIR 5,5 mbps: Outgoing TCP

CIR 5,5 mbps: Anything BCP

No subclasses available

Rest traffic
(1,8 mbps)

1,8 mbps 1,8 mbps

host x host y

Back in our scenario:

Let's assume now that 7 mbps traffic (out of theriips) qualifies for the
USER CLASS. This means that we have 7 mbps TCHRctrafhich has to
be distributed among the three subclasses. Leits adsume that 1/3 of
this traffic is destined for host x and another foBhost y. Although, it
might be tempting to say that, its of the subclass#l get 1/3 of the 7
mbps, in actual, SUBCLASS 2 and AUTO SUBCLASS wt exactly
1,8 mbps (the CIR) and SUBCLASS 1 will get 3,4 sbphis is because
SUBCLASS 1 has a higher priority. If there is naffic at all for
SUBCLASS 1, then SUBCLASS 2 will get 5,2 out of tile mbps
available. By now, the role of priority should Hear.

*! 6: @3 : + "

Let's have a look now at one example, in orderetbeb comprehend the
QoS mechanism. Let's say that we have an lkarusiW&ned Hotspot,
equipped with an standard 11mbps wireless interfabereal available
bandwidth on such an interface is approximatelymips or 5500kbps.
On the ethernet side, there are two ftp servers aruinch of other
insignificant hosts. The ftp servers are meanteiwes the hotspot clients.
Hence, we would like to guarantee some bandwidtlthiem. The network
layout is illustrated in picture 82.
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Figure 82. Hotspotwith two back-end FTP servers

* ! |

We will start by defining a QoS policy to guarant@¢embps for FTP
traffic. Since we want to guarantee both uploads$ @gownloads from the
ftp servers, we will create two different classesie for each flow
direction. On each of them, we will set a PIR lig8t5 mbps), in order to
prevent the FTP server from monopolizing the badtwi

Steps to follow:
1. We click on “Traffic Classes” and right-click on it

2. We add a new class, named let's say “ftp_traffit’,do handle
outgoing traffic from interface athO.

3. We click on “ftp_traffic_out” class and configureet MATCHES
and TARGET as depicted on picture 83.
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Figure 83.

Figure 84. 'ftp_traffic_out' configuration

4. Similarly, we set up an 'ftp_traffic_in' class fine incoming flow
direction. (Picture 84).

Figure 85.

Figure 86. 'ftp_traffic_in' configuration

5. Now we will create two policies, one for each fla¥irection,
named 'ftp_in' and 'ftp_out'. We accomplish thisrigit-clicking
on 'Traffic Policies' label.
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6. Then we associate each class to each respectiwey gblicture
85). This is done by dragging-dropping classes dbcigs and
policies to interface flows.

Figure 87. Single class per policy

Up to now, we guarantee 3mbps for FTP traffic cariom any of the

directly connected subnets, and destined to therathe. However, we
make no provisions for users (of either subnet)p whight set up an FTP
server on their own initiative. Such ftp servers c@nsume part of the
3mbps quota, which is reserved for the two origif@P server. If we

want to prevent this, we will have to be more speevhen defining our

classes. In particular:

1. We rename 'ftp_traffic_out' to 'ftp_traffic_out ftpto handle
traffic destined for FTP server 192.168.1.220. Wmange the
destination address to 192.168.1.220/32. We ledwe ftp
application type to FTP.

2. Similarly, we rename ‘'ftp_traffic_in' to 'ftp_traffin_ftpl' to
handle traffic originating for FTP server 192.16820. Therefore,
we change the source address to 192.168.1.220/B2. fip
application type of TARGET remains as it is.

3. In a similar manner, we create two new classes, edam
'ftp_traffic_out_ftp2' and ‘ftp_traffic_in_ftp2' tdhandle traffic
originated from/destined to 192.168.1.190/32 (Re®&6). We also
set the TARGET application type to FTP.
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4. Since we dived the total CIR/PIR of the initial sdas (one for
each direction) in two classes, we have also tcefreel the
CIR/PIR on each subclass to 1500/1750. This way, €ach
direction the policy guarantees an aggregated GIB0060 and an
aggregated PIR of 3500.

Figure 88. Parallel classes

Classes ‘ftp_traffic_in_ftpl' and ‘ftp_traffic_imp2' are considered
Parallel Classes,as far as the incoming interface flow of athO is
concerned. This is because they don't form a tubyaand hence, for
every arriving packet, both of them are evaluatgdirest against it.
Classes 'ftp_traffic_out_ftpl' and 'ftp_traffic_ofip2' are also parallel
classes, as far as the outgoing interface flowtldd & concerned.

Parallel classes, although very convenient featsineuld be used with
caution. By all means, you shousloid setting parallel classes that
overlap each other. In other words, it should be clearcitulass will be
activated for every arriving packet. For instartbe, two classes depicted
at picture 87 are overlapping, cause is ambiguduishvone will handle
traffic originating within subnet 172.8.1.0/24 ardgkstined to host
192.168.1.1/32 with destination port number 200.
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Figure 89.

Figure 90. Overlapping parallel classes

* 1y S

Although the aggregated ftp traffic falls withimmiits (3000/3500), the
maximum allowed bandwidth for each FTP server &riged to 1750
kbps. An intuitive workaround would be to set th& Pf each class to
3500. However, in that case, if there is a lot tpf traffic for both FTP
servers, then the aggregated ftp traffic might escehe desired
restriction: 3500 (since 3500+3500=7000). In order alleviate this
problem, we will have to create a class hierarchy.

1. We set the CIR/PIR of every class created up to two®499/3500
and we remove the application type of FTP.

2. We create two new classes, named 'ftp_traffic_imd a
'ftp_traffic_out’. We set the CIR/PIR on each oferth to
3000/3500. Source IP/Sub of ‘ftp_traffic_in' shold set to
192.168.1.0/24 and destination IP/Sub of ‘ftp_itafiut’ to
192.168.1.0/24. This is to allow for other ftp sess to take place.
Next, on the MATCHES part, we set the port rang2@e- 21 (ftp-
data, ftp-control), and the protocol type to FTP.
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ftp_traffic_in_ftpl

ftp_traffic_in_ftp2

ftp_traffic_in

ftp_traffic_out_ftpl

ftp_traffic_out_ftp2

ftp_traffic_out
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6:

3. We drag&drop the previous classes to these new nereate a
class hierarchy as depicted at picture 88. Wealtso the structure
of our policies, so that only the newly createdssés are assigned
to them.

Figure 91. Class hierarchy

This way we limit the PIR at parent classes (309003 and then we
further distribute the bandwidth among the chilasskes (1499/3500 each).
So, we enforce an upper limit on the amount of badith used for FTP
traffic, and at the same time, we enable both FER/eB to use the full
potential of the reserved bandwidth.

Note: We couldn't have set a CIR of 1500 on each subclass, because when we subdivide
a class to subclasses, there should always be some bandwidth available to accommodate
for the rest of the traffic (traffic not covered by any of the subclasses).

@ 6 + 4+

Currently, IkarusOS does not support filtering pftraffic based on its
Layer 7 properties. For example, you can't set @ipeavall rule to block
incoming/outgoing P2P traffic. Nonetheless, you vatual eliminate it,
by restricting the bandwidth available to it.

In this example we will set up two Traffic Policjese for each direction,
and two Traffic Classes, that will reduce the baiddwavailable to P2P
traffic to as low as Kbits/sec. P2P users willrsget frustrated and drop
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their P2P applications altogether. The followingtpres demonstrate the
QoS configuration needed.

Figure 92. Class hierarchy for restricting P2P traffic on batiterfaces
p2p_in, p2p_out MATCHES p2p_in, p2p_out TARGET
Figure 93. Overlapping parallel classes
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In our example, traffic policies p2p_in and p2p_awm¢ shared between
interfaces ethO and athO. That makes them (bo#nfates) to be regarded
as a single interface, from the standpoint of QaSractice, this means
that 1 Kbits/sec can be occupied by P2P trafficiognrom either ethO or

athO, and an other 1 Kbits/sec for P2P traffic ieg\urom either ethO or

athO (not 1 Kbits/sec each).

@ % 3 -

?16

IkarusOS INMS has a convenient way to set bandwilthcies for

individual clients of an Access Point. This featwerks only for clients
that have a statically assgned IP and not via DHERou want to set
bandwidth policies for individual AP Clients whiget their IP via DHCP,
you'll have to set up your classes manually basedient's MAC address.

You define a bandwidth policy for an AP client Hicking on the “New
Client” button (picture 91).

Figure 94. The 'New QoS Entry' window

We will now create two bandwidth policies for twd?Alients (John and
Maria).
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John's settings Marias's settings

Figure 95. John's and Maria's settings

Note: If it's about a single IP, use a subnet mask of /32. However, if you want the policy to
cover multiple IPs, then use the appropriate subnet mask.

After submitting both windows the resulting clagsrarchy will be:

Figure 96. Resultant QoS layout for Maria and John
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By right-clicking on the traffic policy below thessociated interface flow,
you can get statistics regarding packets handjedib policy.

Figure 97. Current rate and packet analogy

The bar chart on the top illustrates the curreetrage rate for each class.
The pie chart corresponds to the number of padestaces by the class
up to now. By choosing the table view you get somere detailed
statistics, including dropped packets due to ratstdimitations.

109 /167 lkarus OS and lkarus NMSJs
Manual



Figure 98. More detailed statistics

* 0 -( 5

* 0 7! %

To use the destination MAC match type, you havecrieate a bridge
interface and assign to it the desired physicarfate (a single interface
is ok). Then, you can use the destination MAC m#yple of the interface
assigned to the bridge.

Also bear in mind that, on a regular ip network,rateiving packets on
the gateway, have as destination mac the gatewags address.
Similarly, all packets forwarded by the gatewayyéhas source mac the
gateway's mac address. Hence, it's pointless tothese fields on an
IkarusOS powered AP, which acts as a gateway.
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¥

Figure 99. A Packet sent by A for B has C.Eth0O's mac addresteatination mac,
and when it is resent by C, it has a source mag.gth1.

When A sends a packet for B, the packet initialfs ldestination mac:
C.EthO. Thereafter, when gateway C forwards itgalestination (host B)
it has source mac: C.ethl.

%

You may set the application match type only on gdiclasses, on a class
hierarchy. The reason behind this is that appboatype is very specific
and should only exist on subclasses that residb®iast level (leaf) of a
class hierarchy.

Moreover, when application type is used on a lé&ds; it's not possible to
set the protocol match type on any of its pareass#s. This is because,
when you set an application type match, you imiidefine the protocol
type which corresponds to the that application type

In a class hierarchy, a child's MATCH and TARGETtghould be subset
of that of each parent class. Therefore, you daawve a parent class to
match a destination port range of 1-1024, when anis child classes
matches destination port range 500-2000. Port rdi0g&-2000 is not a
subset of the parent class.

Currently, the QoS subsystem requires that all lighralasses (or
subclasses) will either have a PIR defined or fAdterefore, it's not
possible to set the PIR on a subclass and not &t one of its sibling
classes. All of them should either have or not rea#R defined.
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6++
Whenever possible, prefer the port or protocol maype instead of the
application one. Application match type is slowandamore CPU
intensive.

% ?

I A% .-@B + C
'‘Apply Changes' button is to save changes madeetoightmost panel of
the QoS interface. This is the panel responsibiedtting MATCHES and
TARGET properties of a class. On the other hantn8tiis used to save
the overall QoS configuration. Finally, don't forde save configuration
on the device via the 'Save Configuration' optiontlee 'View Topology'
window.
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The lkarus OS HotSpot Access Gateway enables teloperators,
wireless ISPs, enterprises, government institutionschool campuses to
deploy WLANSs with secured user authentication sup@®ased on both
RADIUS (Remote Authentication User Dial-In Servicend Web
Redirection technology, when an unauthenticateeless user is trying to
access a Web page, a logon page is shown instethe oéquested page,
so that the wuser can type his/her user name andwpes for
authentication. Then, the user credential inforomats sent to a back-end
RADIUS server to see if the user is allowed to ascine Internet. This
web-redirection also supports Web page customizasitbowing operators
or HotSpots to easily designate a Web page / Abeznient URL before /
after user login, not to mention Web-redirectiorpays for paid users
and/or those frequently using HotSpot services,rvlaithentication can
be performed using their MAC address.

To configure theHotSpot Wizard settings, select thédotSpot tab,
located under thAdvanced Configuration of Node, Configurationtabs.

See Page 24 for a diagram showing Advanced Configuration tabs and sub-tabs.

8 > | ,

When the HotSpot tab is selected a simple userfate is displayed as a
starting point for the HotSpot configuration praze§rom the HotSpot
Main tab you can:

enable the HotSpot

view the status of the Hotspot

view the administrator's MAC address

start the HotSpot Wizard

open a window to view a file containing configuastiinformation
open a window to view user information

open a window to view Radius statistics
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Figure 100. Main HotSpot Tab

> |
Click theEnable HotSpotbutton to stop or start Hotspot functionality.

Status displays current HotSpot statusSt¢pped Running or
Initializing ). In case there is a problem with HotSpot inigation
procedure, an error message is displayed.

Example: DNS error

The HotSpot needs to connect to a DNS server, but cannot find one. This may be a
possible incorrect configuration of the HotSpot's WAN interface settings, or a possible
temporary unreachable state of the DNS server (WAN is not initialized yet, PPP
connection is not established yet). The HotSpot will keep retrying to initialize at certain
intervals.

Admin MAC is the administrators MAC Address. This MAC addréts
not zeros), is always considered authenticated asgigned the first
HotSpot Dynamic IP address (x.x.x.2). Setting itré&commended, to
avoid losing connectivity with the HotSpot, if carated to one of its
HotSpot interfaces.

+

Users Info is a list of users that have obtained an IP addréssr

authentication status (TRUE or FALSE), and usetatigtics. To access
this list, click theUsers Info button. TheHotSpot Users dialog box

appears.

The Users Info button is available when the HotSpot configuratien
complete and the HotSpot is running.
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Figure 101. Users Info Window

The Radius Statisticswindow allows you to view information about the
operation of the Radius server. To accessRadius Statisticswindow,
click theRadius Statisticsbutton.

The Radius Statisticsbutton is available when the HotSpot configuration
is complete and the HotSpot is running.

Figure 102. Radius Statistics Window

8 & -.>1 :2

To begin the wizard configuration, click ti8tart Wizard button in the
configuration panel. A multi-tabbed pane opens \lig\WAN tab on top.
To navigate between tabs, click thext or Previous buttons at the
bottom of the pane.

The following sections describe the configuratiettiags for each tab.

8 %
WAN is the interface that the HotSpot should use to ecnto the
Internet.
115 /167 Ikarus OS and Ikarus NMSJs

Manual



Figure 103. HotSpot Wizard WAN Tab

Configure the WAN tab as follows:

I ) +
Select the interface to be used as the WAN Interfnom the Select
WAN Interface drop down list.

%

Select one of the following WAN Types by clickinget option button.
Different configuration fields will become avail&dh the lower section of
the tab depending on the select made in this field.

Static IP
DHCP Client
PPTP Client
PPPoE Client

The WAN interface will be assigned with a stalit address Subnet
mask,DNS IP andGatewayIP.

0>

The WAN interface will retrieve dynamically the cesponding IP
Settings via DHCP protocol.

The WAN interface will try to connect via the PPp@tocol based on its
configuration parameters.
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Figure 104. HotSpot WAN PPTP Client Settings

Type the user name in thiser Namefield

Type the password in tHieasswordfield.
SelectNone, PAPor CHAP in theProtocol field.
Type the ISP name in th8P Namefield.

Type the dial IP address in tbeal IP field.

6

The WAN interface will try to connect via the PPPpibtocol based on
its configuration parameters.

Figure 105. HotSpot WAN PPTPoE Client Settings

Type the user name in thiser Namefield

Type the password in tHeasswordfield.

Select None, PAP or CHAP in the Protocol field.
Type the ISP name in th8P Namefield.

8 5%
Select the physical interfaces to be used as Hot&pfaces, then click
the to transfer it to theHotSpot Interfaces box. You have the

flexibility to select multiple interfaces, eithethernet or wireless. When
the HotSpot is initialized, these interfaces wél lridged under a network
bridge called br_HotSpot.
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Figure 106. HotSpot Wizard LAN Tab

8 # 0>

Hotspot will assign HotSpot users with an IP adsliesthe range of the
configured dynamic IP addresses. Configure the pt®HCP tab as
follows:

Figure 107. HotSpot Wizard DHCP Tab

Warning: Hotspot uses its build-in DHCP server, which is not displayed in the DHCP panel
of the router.

0
Type the base IP address and subnet int®@ymamic IPs field.
Example: If the dynamic IP addresses are 192.168.1.0/24 Hibispot
will assign IP addresses in the range of 192.188d.192.168.1.254. IP
address 192.168.1.0 is the Network IP, which carbetassigned. IP
address 192.168.1.1 will be assigned to the Hot8pelf (br_HotSpot
interface). IP address 192.168.1.255 is the Braad@a which cannot be
assigned.

0! 0!
If DNS values are set to 0.0.0.0, the Hotspot askign the router's DNS
IP addresses.
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0
Domain is the domain name assigned to HotSpot users.

5

Is the number in seconds users’ DHCP client seswadl have to renew
their assigned IP.

Static IP is an advanced option left to the administratorng/si, Hotspot
will never assigned this range of IP addressegssnMAC authentication
is used and the Radius server's response forces aadress of this range
to be assigned (Framed-IP-Address).

Example: If dynamic IP addresses are configured as abodestatic IP
addresses are 192.168.1.0/30, the Hotspot wilpadst addresses in the
range 192.168.1.4 to 192.168.1.254, leaving IP extdrs 192.168.1.2 to
192.168.1.3 to be assigned from the Radius server.

Warning: The Static IPs subnet should be a sub-subnet of the Dynamic IPs subnet.

8 ' %, D

%, 6
If the NAT Enable option is selected, HotSpot users' IP addresskdavi
translated to the WAN's IP address (Network Addrd@sanslation,
Masquerade). This should be used if the dynamiad&esses assigned
are not public IP addresses, but private ones. AT NEnable is not
selected, HotSpot users' IP addresses will be foeedato the Internet
unmodified.

Figure 108. HotSpot Wizard NAT & Protection Tab
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Protection is performed through firewall rules. Agding to the protection
level used, appropriate firewall rules will be gexted. (The comment
“Added_By Hotspot” will be automatically generafed.

Warning: All preconfigured firewall rules will be dropped.

There are four levels of protection:

There is no protection. All traffic is accepted tbdrom WAN and
HotSpot interfaces.

Policy of the Input firewall chain will be set tdrop. The following
configuration will be applied to the firewall sulstgm.

Traffic Coming from the WAN Interface

Type Action Comments
Connections Related or Accepted Traffic initiated from router or
Established HotSpot users
SSH connection Accepted New SSH connection
SNMP Accepted SNMP request
INMS connection accepted New INMS connection
ICMP traffic Limited to 5/sec All ICMP types
UDP port 500 and Protocols Accepted IPsec traffic
AH, ESP (IPsec)
Everything else Dropped
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Traffic Coming from Hotspot Interfaces

Type Action Comments
Connections To Internet Accepted Traffic from HotSpot users

SSH connection Accepted New SSH connection

SNMP Accepted SNMP request
INMS connection accepted New INMS connection

ICMP traffic Limited to 5/sec All ICMP types
Protocols AH, ESP (IPsec) Accepted IPsec traffic

Everything else Dropped

Policy of the Input firewall chain will be set tdrop. The following
configuration will be applied to firewall subsystem

Traffic coming from WAN interface

Type Action Comments
Connections Related or Accepted Traffic initiated from router or

Established HotSpot users

INMS connection accepted New INMS connection
ICMP traffic Limited to 5/sec All ICMP types

UDP port 500 and Protocols Accepted IPsec traffic
AH, ESP (IPsec)
Everything else Dropped
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Traffic coming from Hotspot Interfaces

Type Action Comments
Connections To Internet Accepted Traffic from HotSpot users
INMS connection accepted New INMS connection
ICMP traffic Limited to 5/sec All ICMP types
Protocols AH, ESP (IPsec) Accepted IPsec traffic
Everything else Dropped

Policy of the Input firewall chain will be set tdrop. The following
configuration will be applied to firewall subsystem

Warning: INMS Connectivity from WAN or Hotspot interfaces will be lost!

Traffic coming from WAN interface

Type Action Comments
Connections Related or Accepted Traffic initiated from router or
Established HotSpot users
ICMP traffic Limited to 5/sec All ICMP types
UDP port 500 and Protocols Accepted IPsec traffic
AH, ESP (IPsec)
Everything else Dropped
Traffic coming from Hotspot Interfaces
Type Action Comments
Connections To Internet Accepted Traffic from HotSpot users
ICMP traffic Limited to 5/sec All ICMP types
Protocols AH, ESP (IPsec) Accepted IPsec traffic
Everything else Dropped
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If there are wireless interfaces used as HotSpetfactes, thaVireless
tab is used to configure the wireless settingsie$¢ interfaces.

By default, Wireless to Wireless traffic is dropped

Figure 109. HotSpot Wizard Wireless Tab

> +
Select theHotSpot Wireless Interfacefrom the drop down list.

Select théPhysicallayer standard of your interface, or sel&ato.

If any selection excepfuto is selected in th&hysical list, this list is
available. Select ®ireless Channelnumber.

6!'0
Type theESSID name in this text box.

In the Encryption drop down list, selecNone or WEP. If WEP is
selected, the additional fields appear.

& 1%
SelectWEP 64 or WEP 128in theWEP Type drop down list

/o 110 2 13
Type up to four different Key codes in these fiedahsl select the one to be
used by clicking the option button beside it.
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The radius server used to authenticate HotSposuser

Figure 110. HotSpot Wizard Radius Tab

% 70

Either thelP addressor Domain name of at least one Radius Server must

be configured. The second Radius server is usedl laackup server (if
present).

% . .
Authorization to Radius server will be performed ings the

Authentication Method (CHAP or PAP) selected in théuthentication
Method drop down list.

I $

Type theSecret Keyof the Radius Server in this field.
%! 0

Type the HotSpot's NAS identifier in ttNAS ID box.
% .

The Authentication Port is the port used to send Access Requests to
Radius Server (1812 by default).

0% -

The Accounting Port is the port used to send Accounting Requests to the
Radius Server (1813 by default).

8 % . ,

Authentication Type is the method used to authenticate HotSpot users.
At least one must be enabled.
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Figure 111. HotSpot Wizard Authentication Tab

&% % .
UAM is the common Web-redirection authentication typetspiot users,
after they have obtained an IP address, and opeiéeb browser, will be
redirected to the HotSpot's Web page to provider tbsername and
Password.

&
Select theEnable check box to enabld AM Authentication.

Type the URL of the authentication webpage intoRbenain text box.

The Secretfield is currently unused.

Port is the local port the HotSpot will use for rediren (default 3990).

% % .

Hotspot users can be authenticated to the Radinv®iSasing their MAC
address (the MAC address of their media used taimbnh IP address).

Hotspot will send an access request to the Raderye§ using as
Username the MAC address of the user (followedhayduffix string if

present). It also sends password configured inRhssword field. If

authentication is successfully completed, the adains the Framed-IP-
Address of the Radius Access Response (if presente next available
IP address in the range of Dynamic IP addressesuthentication fails
and UAM Authentication is enabled, user obtainsiRnaddress in the
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range of Dynamic IP addresses and UAM authenticaiso performed
(WEB-redirect page).

&
Select theEnable check box to enabllRIAC Authentication.

Passwordis the password used to authenticate HotSpot uselRadius
Server.

(

Suffix is the string attached to the HotSpot users' MAlGress used as
Radius Username.

Warning: If MAC authentication is enabled, HotSpot users will obtain an IP address ONLY
if the Radius Server is reachable.

8 ) o (
Walled Garden s a set of at most five domains or IP addressassilanets
that a user can access without having performedeatitation (The user
must have previously obtained an IP address frenHittSpot).
Type the URLSs for these domains or IP addressedliwiWalled Garden
URLSs text boxes.
Figure 112. HotSpot Wizard Walled Garden Tab

8 * %
Advertisementis a set of at most five URLs that a HotSpot us#ir lve
redirected to, after having authenticated succlgsfusing UAM
authentication.
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Figure 113. HotSpot Wizard Advertisement Tab

8 8 ; 2
From the Web Customization tab, the login Web page to which a
HotSpot user is redirected can be customized amagptd administrator's
needs.

Figure 114. HotSpot Wizard Web Customization Tab

The following text fields that the administrator ncdill with info
describing his needs.

3
Type the Brand name of the company providing theSdot. E.g.
Downtown Bistro's Hotspot

6: ,:
Type additional text for promotional purposes. Hzgatured by Tony’s
HotSpot Operators.

Click Select Colorto access th&elect Background Colordialog box.
Select the background color of the redirection \Wage.
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Click Selectimage to access tigelectdialog box and import a .jpg, .bmp
or .jpeg graphics file that is superimposed onwheb redirection page.

All configuration data is stored in th&ummary field. When the
Summary tab is on top the configuration data is shown is tab.

Figure 115. HotSpot Wizard Summary Tab

To apply the configuration to the router, click t8abmit button at the
bottom of theSummary tab.

6:
Click Exit to return to the main HotSpot configuration tab
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Figure 116. Hain HotSpot Tab

- >
In the main HotSpot tab, clicRubmit.

If Hotspot is already running, it will try to set the new configuration and
start again. If an error occurs, the previous apmfition will be restored.

If Hotspot is not running, the configuration is applied but Hotspot will
remain stopped.

To start the router operating as a HotSpot, sdleetEnable HotSpot
check box in the main HotSpot tab and click $ubmit button again.

Figure 117. Start HotSpot

To poll the HotSpot's status, click ti&efresh button. If theStatus box
displays Initializing , retry a few minutes later. Th8tatus box will
displayRunning when initialization is complete.

When the HotSpot is running ti&how Users InfoandRadius Statistics
buttons will be available.
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Figure 118. HotSpot Running

8# 3 + - 6:
The following is an example for the Linux freeraslpackage:
Assume
Dynamic IPs subnet is 192.168.1.0/24
Static IPs subnet is 192.168.1.0/30.
Radius password configured for MAC authenticat®fpiassword”.

8 # % % .
To authenticate a wuser using MAC authentication hwiMAC
000102030405, configure the radius server as faiow

00-01-02-03-04-05* Auth-Type := Local, User-Passivor=
"password"

Class = 0702345678,

Session-Timeout = 7200,

Idle-Timeout = 600,
Acct-Interim-Interval = 60,
Paned-IP-Address = 192.168.1.3,
WISPr-Bandwidth-Max-Up = 256000,
WISPr-Bandwidth-Max-Down = 512000

*NOTE: FORMAT HAS BEEN CHANGED FROM VERSION 1.1.0 (XX-XX-XX-XX-XX-XX
INSTEAD OF XXXXXXXXXXXX). CAPITAL LETTERS MUST BE USED (0A-0B-0C-0D-
OE-OF).

Upon successful authentication,
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User will be authenticated for 7200 seconds (2 $)pwrill obtain IP
address 192.168.1.3, upload bandwidth 256 kbps dowinload
bandwidth 512 kbps.

HotSpot will send Accounting requests to radiusg®® seconds.

8 # &% % .

To authenticate a user using UAM authenticatiorhwisername “userl”
and password “his_password”, configure the radewges as follows:

userl Auth-Type := Local, User-Password == "hisspasd"
Class = 0702345678,
Session-Timeout = 7200,
Idle-Timeout = 600,
Acct-Interim-Interval = 60,
WISPr-Bandwidth-Max-Up = 256000,
WISPr-Bandwidth-Max-Down = 512000
Upon successful authentication,

User will be authenticated for 7200 seconds (2 $our upload
bandwidth 256 kbps and download bandwidth 512 kbps.

HotSpot will send Accounting requests to radiusg®® seconds.

8' > | + - 6:

Assume that the user’s system is equipped with BEtfeernet interfaces
and one wireless interface.
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Figure 119. Network Topology — Example

The user is connected to the internet via a rowtdr public IP w.x.y.z.
His/her private IP subnet is 192.168.1.0/24. Thateo masquerades
private IPs to its public IP.

The user must authorize users connected to bottspgdtd’ Ethernet

interface ethl and wireless interfaces athO. Thkisaccomplished by

configuring lkarus to act as a HotSpot and autleat#i users connected to
those interfaces (HotSpot LAN Interfaces).

The authentication is assumed to be handled bysee's local Radius
Server (IP 192.168.1.00).

Ikarus HotSpot’s WAN Interface in that case is etin@ one connected to
the router (and Internet).

Hotspot users will be assigned with IPs in the stli®2.168.0.0/24
To sum up, Ikarus HotSpot should be configured with
WAN interface: ethO, with static IP 192.168.1.3/24
LAN Interfaces: ethl and athO
Gateway: 192.168.1.1 (router’s private IP)
DNS: say 65.173.1.1 (obtained from your internetneetion)
Radius Server: 192.168.1.100 ( let radius secrétduitus _secret”)
Dynamic IPs assigned to users: 192.168.0.0/24
Applying this example, network topology will chanige
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Figure 120. Network Topology after Hotspot — Example

Red lines show the user's LAN (WAN for HotSpot), evé there is no
authentication performed.

Green lines show the user's public LAN (LAN for I3@ot), where
authentication is required.

> | + -
SelectAdvanced Node Configurationfrom theNode Shortcut Menuin
Ikarus NMS.
Click the HotSpot tab to begin the HotSpot configuration. THetSpot
tab appears.

lkarus OS and lkarus NMSJs
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Figure 121. HotSpot Main Panel — Example

Click the Start Wizard button. TheHotSpot Configuration pane appears
containing several tabs. TNéAN tab is on top.

1.

 wn

5.

In the Select WAN Interface drop down list, selectethO as the
WAN interface

In thelP Addressfield, type:192.168.1.3
In the Subnetfield type:255.255.255.0
In theDNS field type:65.173.1.1

In theGatewayfield type:192.168.1.1

Click theNext button. TheLAN tab will appear.

Figure 122. WAN Configuration — Example

The LAN tab contains two listsPhysical Interfaces and HotSpot
Interfaces

In the Physical Interface list, Seleethl andathO and copy them to the
HotSpot Interface list by clicking trQ’ button.
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Click theNext button. TheDHCP tab will appear.

Figure 123. LAN Configuration — Example
Configure DHCP server settings (IP addresses to be assigned from
HotSpot to Users) as follows:

1. In theDynamic IPsfield, type: 192.168.0.0 / 24 (24 is the Subnet
Mask portion representing 255.255.255.0)

2. In the DNS 1 field, type: 0.0.0.0 (This will tell it to get Ikas
WAN DNS IP)

3. IntheDomain field type:domain_of your_choice
4. In thelLeasefield, type 600, the lease time for DHCP (in setg)n
Click theNext button. TheNAT & Protection tab will appear.

Figure 124. HotSpot's DHCP Server Configuration — Example

ConfigureNAT & Protection settings as follows:

1. Select theNAT Enable check box. Due to HotSpot's Private
Dynamic IPs subnet, Hotspot should masquerade 'usBrs
addresses to its WAN IP (eth0).

2. In theProtection Level box, selectMedium.
Click theNext button. ThéWirelesstab will appear.
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Figure 125. NAT & Protection Level Configuration — Example

ConfigureWireless settings as follows:

1. InthePhysicaldrop down list, selec802.11B

2. IntheWireless Channeldrop down list, selectt

3. In theESSID field, type:My_HotSpot

4. In theEncryption drop down list, seleclONE
Click theNext button. TheRadius tab will appear.

Figure 126. Wireless Configuration — Example

ConfigureWireless settings as follows:
1. Inthe IP Address 1 field, type: 192.168.1.100
In the IP Address 2 field, type: 0.0.0.0 (no backaghus server)
In the Authentication Method drop down list, sel€eHAP
In the Secret Key field, type: radius_secret
In the Authentication Port field, type: 1812
In the Accounting Port field, type: 1813

N o g~ D

In the Nas ID field, type : some_nas (if neededdwjus server)
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Click theNext button. The Auth Type tab will appear.

Figure 127. Radius Configuration — Example

ConfigureAuthentication Type settings as follows:

In the UAM Authentication section, select th&nable check box to
authenticate users via Web redirection

Click theNext button. TheWalled Garden tab will appear.

Figure 128. Authentication Methods — Example

In the Walled Garden tab you can configure domains that a user can
access without being authenticated. ConfigMadled Garden settings as
follows:

In theWalled Garden URLs box, type 192.168.1.20 into field 1. (For this
example, this address is assumed to operate acpubb server. A user
connected to a HotSpot LAN Interface can then acdbést address
without authentication. )

Click theNext button. TheAdvertisementtab will appear.
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Figure 129. Walled Garden Configuration — Example

In the Advertisement tab you can configure domains that a user will be
directed to after being authenticated. Confighdeertisement settings as
follows:

In the Advertisement URLs box, typethe URL of any Web site.
Click theNext button. TheNVeb Customizationtab will appear.

Figure 130. Redirection URLs Configuration — Example
In the Web Customizationtab you can customize the redirection Web
page. Configur&Veb Customizationsettings as follows:

1. In theSelect Background Colorbox, set the Red, Green and Blue
fields by dragging the controls or changing values the
corresponding spin boxes.

2. IntheBrand Name andExtra Text boxes, type a text message.

3. Click the Select Imagebutton to browse for image files to insert
into the Web page.

Click theNext button. TheéSummary tab will appear.
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Figure 131. Web Page Customization — Example

The Summary tab displays a summary of configuration options.
Click theSubmit button in the Summary tab.

Figure 132. Summarize Configuration — Example

Click theExit button. The maitdotSpot pane appears.

Although the configuration has been loaded, Hotsigonot running.
(Status field displaysStopped).To complete the procedure:

1. In the Admin MAC box, type the administrator's MAC address.
This is recommended to ensure connectivity is rost Iwith
HotSpot in the event of a Radius mis-configuration.

2. Click the Submit button to apply the configuration to HotSpot.
The originalHotSpot tab appears.

3. To complete the process, select Brable HotSpotcheck box.
Click the Submit button to start HotSpot.
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Note: HotSpot will assign to its HotSpot interfaces the IP address: 192.168.0.1
Administrator’s IP address will be 192.168.0.2

Figure 133. Start HotSpot — Example

To poll HotSpot's status, click thRefresh button. If the Status box
displays Initializing , retry a few minutes later. Th8tatus box will
display Running when initialization is complete. With HotSpot rumg
all changes have been applied to the router.

Figure 134. HotSpot is Running — Example

Return to the Network tab and note théerface List contains a bridge
br_HotSpot with ethl andathO under it.
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Figure 135. Interface Panel after HotSpot's Initiation — Exarmpl

Select the=irewall andNAT tabs and note that they also are initialized.

Figure 136. New Firewall Settings — Example

Figure 137. NAT Settings — Example
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If a user connects to the HotSpot, it will assiga hext free Dynamic IP
address.

Figure 138. HotSpot has Assigned an IP address — Example

If this user now tries to access the Internet, difRetion Web-page is

displayed:
84 , . -

84 +  +-
Check if you have selected channel and ESSID.
If you are running Ikarus OS with a CPE licenseaglgss interfaces
cannot be used as access points, and Hotspot chauetwireless
HotSpot interfaces.

84 0!6
If you use static IP address for the WAN, make sine have entered
the right settings.
If you use dynamic IP allocation (DHCP, PPPoE aRd P clients),
wait for the WAN interface to establish a connettio

84 #
Check if the Dynamic IP addresses are all allocdtgdselecting
Show User Infa If more IP addresses are required, reconsider
configuring an extended IP pool for Dynamic IP addes.
If MAC authentication is enabled, check if your RALIS server is
operating and has connectivity with the HotSpotRadius Settings
are right (Secret Key, Ports) .
Check if Hotspot Status in the Main HotSpot taluisning.

84' -

> |
Check if the user is authenticated.
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Hotspot uses its built in DHCP server; there isms-configuration.

841 % . A
Check if the domain the user has accessed is inWh#ted Garden
domains.

84 ! >

If you access Hotspot through the WAN interfacekenaure WAN

interface has established its connectivity, or y@ave not selected
HIGH Protection Level in Hotspot configuration (ims situation the
INMS connection from WAN is dropped).

If you access Hotspot through the HotSpot LAN ifsees, and you
have selected HIGH Protection Level in HotSpot mpnhtion,
INMS connection cannot be established.

If you access HotSpot through the HotSpot LAN ifatees, and you
have configured your MAC address as the admin@tsaMAC, then
enable DHCP client on your computer. If you canabtain an IP
address, configure your computer with a staticd@ress, the first in
Dynamic IP addresses (x.x.x.2) and try again (Maismspot is

initializing).
If there is another interface, neither WAN nor LAty to connect
through it.
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IKARUS can be configured to run the following seas:
SNMP (Simple Network Management Protocol) Service
HTTP (Hyper-Text Transfer Protocol) Service
SSH(Secure Shell Protocol) Service
NTP (Network Time Protocol) Service

To configureSystem Servicessettings, select th8ervicestab, located
under theAdvanced Configuration of Node, Configurationtabs.

See Page 24 for a diagram showing Advanced Configuration tabs and sub-tabs.

Figure 139. Services Tab

+ooal -

SNMP (Simple Network Management Protocol) is the mostely used
protocol for managing TCP/IP Internets. A networknmagement station
(NMS) uses SNMP query (poll) SNMP processes (agemsnetwork
devices such as routers and end stations. Thesgsagaintain a list of
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variables and their values that describe the siftde network device.
The variables can describe routing table entriegrfiace addresses, and
byte counts transmitted on various interfaces. ddikection of variables
is described by a Management Information Base (MIB)

When SNMP is enabled, IKARUS will respond to SNMiguests (SNMP
get, getnext, getbulk, walk).

A community name can be configured, as a read-ocogmunity. SNMP
set requests are not supported.

To configure SNMP, select theSNMP tab under theServices tab.
Configure the SNMP tab fields as follows:

I 6
Select th6SNMP Enablecheckbox to enable SNMP

The Port field contains the router port that the SNMP mediidtens to
for SNMP requests (default 161). Typically you wilbt have to change
this value.

The Community field contains the read-only community name of SNM
service (default: public). SNMP service will respoto requests if and
only if the community name is set appropriately.

Click Submit to apply the configuration.

Figure 140. SNMP Service Configuration
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Web servers are the computers that run Web siteseping HTTP

(Hyper-Text Transfer Protocol) connections froneb browsersand

delivering Web pages and other files to them, al ageprocessing form
submissions. When HTTP is enabled, IKARUS will @sp to

HTTP/HTTPS requests.

To configure HTTP, select theHTTP tab under theServices tab.
Configure the HTTP tab fields as follows:

>H 6
Select theHTTP Enable checkbox to enable HTTP

ThePort field contains the router port that the HTTP medigdtens to for
HTTP requests (default 80). Typically you will neave to change this
value.

& 15+
Click Upload SSL Certificate to open aSelectdialog box and upload

your own SSL certificate for Secure HTTP requeBt$TPS). A default
certificate is included in every newly installedARUS.

& $ "

Click Upload Key File to open &electdialog box and upload your own
keys file for Secure HTTP requests (HTTPS). A diefle is included in
every newly installed IKARUS.

Click Submit to apply the configuration.
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Figure 141. HTTP Service Configuration

# N

Developed by SSH Communications Security Ltd., $=cshell is a
program to log into another computer over a netwdrk execute
commands in a remote machine, and to move files fooe machine to
another. It provides strong authentication and eecammunications over
insecure channels.

SSH protects a network from attacks such as IP fspgpolP source

routing, and DNS spoofing. An attacker who has rgadao take over a
network can only force SSH to disconnect. He orcamot play back the
traffic or hijack the connection whemcryptionis enabled.

When using SSH's slogin (instead of rlogin) theirentogin session,

including transmission opassword is encrypted; therefore it is almost
impossible for an outsider to collect passwords.eWI$SH is enabled,
IKARUS will respond to SSH connection requests.

To configureSSH, select th&sSHtab theServicestab. Configure the SSH
tab fields as follows:

I1>6
Select thesSH Enablecheckbox to enable SSH

The Port field contains the router port that the SSH modiskens to for
SSH connection requests (default 22). Typically yeill not have to
change this value.

Click Submit to apply the configuration.
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Figure 142. SSH Service Configuration

1 + - - ! -

The Network Time Protocol (NTP) is a time synchronization system for
computer clocks through the Internet. The main attaristics of NTP are
the following.

Fully automatic, continuous synchronization

Suitable for synchronizing one computer, or a whotanputer
network

Fault tolerant and dynamically auto configuring

Based on UTC time, independent of time zones aneighat saving
time.

Synchronization accuracy can reach 1 millisecond.

When NTP is enabled, IKARUS will periodically semdrequest to a
configured NTP server (based Interval time) andistdiKARUS'’s local
system time.

To configureNTP, select theNTP tab under thé&ervicestab. Configure
the NTP tab fields as follows:

, 6
Select theNTP Enable checkbox to enable NTP

The Port field contains the router port that the NTP modidtens to for
NTP server responses (default 123). Typically ydumoat have to change
this value.
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The Domain field contains the domain name or IP address efNA P
server.

The Interval field contains the interval, in minutes, betweemo t
consecutive requests (default 60 minutes).

Click Submit to apply the configuration.

Figure 143. NTP Service Configuration

4 I - . %

To configure the administrator password, selectSbeurity tab under the
Servicestab. Configure the Security tab fields as follows:

Type the current password in tiidd Passwordtext box. The default
password isadmin

Type the new password in thleew Passwordext box. The new password
must be at least 8 characters and no more thahd&acters

/

Re-type the new password in tRetypetext box
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Click Submit to apply the configuration.

Figure 144, Change Administrator’'s Password
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The advanced statistics engine of lkarus OS, inbooation with the
graphing facilities of lkarus NMS, lets the admirasor delve into the
results real-time, identifying high bandwidth nodesd possible
bottlenecks.

SomeMonitoring and Statistics features are available from tidode
Shortcut Menu. Others are located under tAelvanced Configuration
of Node, Configurationtabs.

See Page 24 for a diagram showing Advanced Configuration tabs and sub-tabs.

! + 0 -3:

The Status Info dialog box provides all the information displayedthe
bottom pane of th&letwork Topology tab, with the addition of an extra
editable field which is used to set tli#ost Name of the node. The
displayed information is useful in cases where dtministration unit is
“hidden” behind NAT and connectionless communiaatfsuch as lkarus
Polling Protocol and SNMP) can not be initiated.

To view the Status Info dialog box, clicBpen Status Windowin the
Node Shortcut Menu.

Figure 145. Current Status of Node Dialog Box

o

The Current Throughput graphprovides a real-time graphical display of
transmit and receive traffic of each network irded. By monitoring
performance and analyzing performance data, you lmagin to see
patterns in the data that will help you locate leagcks. After you have
located a bottleneck, you can make changes todimpaenent to improve
performance. Bottlenecks can occur anywhere in gewer environment
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at any time, so it is important to capture basetiedormance information
about your system and monitor performance regulatarus NMS
provides the option of real time traffic monitoring

To view theCurrent Throughput Graph , click Current Throughput in
theNode Shortcut Menu.

Figure 146. Current Throughput Window

# 9 - !
The Packet Statstab contains information concerning the total gack
statistics per interface.
To view packet statistics, select thacket Statstab under thédvanced
Configuration, Statistics, Networktabs.
+

Select the interface for which you want to viewtistecs in the drop down
list.
+ .
Click Refreshto update the graph.
Click Resetto...
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Figure 147. Interface Packet Statistics

-. %

The ARP Entries tab contains the ARP (Address Resolution Protocol)
table of the currently selected lkarus node.

On a single physical network, individual hosts lamewn on the network
by their physical hardware address. Higher-levebtquols address
destination hosts in the form of a symbolic addr@Bsaddress in this
case). When such a protocol wants to send a dataggralestination IP
address w.x.y.z, the device driver does not undedsthis address.

Therefore, a module (ARP) is provided that wilhskate the IP address to
the physical address of the destination host. Bsua lookup table
(sometimes referred to as tARP cachgto perform this translation.

When the address is not found in the ARP cachepadioast is sent out on
the network, with a special format called thRP requestif one of the
machines on the network recognizes its own IP addire the request, it
will send anARP replyback to the requesting host. The reply will camtai
the physical hardware address of the host and souotde information (if
the packet has crossed bridges on its path). Buoth address and the
source route information are stored in the ARP eagchthe requesting
host. All subsequent datagrams to this destindfoaddress can now be
translated to a physical address, which is usetthédylevice driver to send
out the datagram on the network.

To view the ARP table, select tRP Entries tab under theNetwork
tab.
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Figure 148. ARP Entries Table

- . 5

The Open Connectionstab displays all your computer's inbound and
outbound connections and lists all open ports,ihglghe administrator to
detect host's activity. Open connections can béedon ascending or
descending order per column by clicking on the esponding table
header.

To the Open Connections list, select @gen Connectionstab under the
Advanced Configuration, Statistics, Networktabs.

Figure 149. Open Connections Tab

+ .
Click Refreshto update the open connections information.

&

The Monitor Utilities tab provides a user interface for implementing two
useful network utilitiesPing (ICMP) and Traceroute. To access these
utilities, select the Monitor Utilities tab under the Advanced
Configuration, Statistics tabs. TheMonitor Utils tab has two sub-tabs:
thelCMP Util tab andlrace Routetab.

- < & =

The ICMP Util tab provides a convenient tool for initiating Ping
commands. Ping sends ICMP requests to the addoesspecify and lists
the responses received and their round trip tim&éewWthe utility is
terminated it summarizes the results in a graphsplay, giving the
average round trip time and the percent packet [Bss utility can be
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used to determine whether there is a problem wighnetwork connection
between two hosts.

Figure 150. ICMP Utility Tab

To configure and use the ICMP Utility, select theMP Util tab,
configure theDestination and Packet Sizefields, then useStart, Stop
and Clear buttons as follows:

0

Type the IP address of the node you wish to pinth@Destination text
box.

12
Type the number of bytes to be sent in each packbePacket Sizebox.

Click Start to initiate the Ping command. The software will eafedly

ping the destination address. The window will dagpthe number of
bytes, source address, time to live (ttl), the tbtrip time, % packet loss,
and average time.

Click the Stop button to terminate the pinging process. The piggin
session will end and a window will appear displayithe Packet
Statistics (Transmitted Packets, Received Packets and Losn@o)ime
Statistics (Min, Max and Average) in bar graph format.
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Click Clear to clear the data from the window. Data can berebkkavhile
a pinging session is underway.

The Traceroute tab provides a convenient tool for initiating TeaRoute
commands.

Traceroute is a utility that records the route (thgecific gateway
computers at each hop) through the Internet betweanlkarus node and
a specified destination. It also calculates angldis the amount of time
each hop took. Traceroute is a handy tool for wtdading where
problems are in the Internet network.

Figure 151. Traceroute Tab

To configure and use the ICMP Utility, select theMP Util tab,
configure the required fields, then use the butamollows:

Type the IP address of the node to which you wisfiraceroute in the
Destination text box.

Type the port number iStart Port box.

T ,,D

Type the maximum time to live value in thax TTL box.

0

SelectResolve Network Namego cause the utility to include the domain
names of each IP address listed.
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Click Start to initiate the TraceRoute command. The softwaré tréice
the route to the destination address. The windolvdigplay the number
of hops max, size of the packets and elapsed time.

Click the Stop button to terminate the TraceRoute process. Theefoate
session will end and a dialog box will appear digplg theTraceroute
utility terminated.

Click Clear to clear the data from the window.

9 -

The System Propertiestab provides information about the currently
selected nodes CPU and Memory. To accessSystem Properties,
select theSystem Propertiesab under théddvanced Configuration tab,

Figure 152. System Properties Dialog

To refresh the data in th8ystem Propertiesfields, click theRefresh
button.
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Multi Router Traffic Grapher , or MRTG, is a tool to monitor the traffic
load on network links. MRTG generates HTML pagestaming GIF
images which provide a live visual representatibthis traffic.

MRTG client support of Ikarus NMS uses the packageided by JRobin
(http://www.jrobin.org/utilities/MRTGdemo.htl

To use theMIRTG, selectMRTG under thdJtilities menu.

# & -

To implement MRTG, extract the required files imetwork server with
java support and initialize it by executing theldeling command: “java —
jar MRTG-server-1.4.0.jar".

Using MRTG

After the successful MRTG server initialization,the Utilities menu
selectMRTG. The built in MRTG client will be invoked and a
prompt appears requesting the MRTG server IP addres

Type the MRTG server IP address. Upon successfulaxiion nodes
can be inserted in the monitoring list.

On each node insertion the user will be presentigd avlist of all
available interfaces. The user may select one aenmgerfaces to
monitor.

Figure 153. MRTG Display Statistics

NOTE: The JRobin MRTG server uses SNMP polls to retrieve information which means
that the SNMP agent has to enable in the monitored node.
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The WISP Easy Wizard is an extension to lkarus NMS providing a
convenient and easy way to install IKARUS nodes.

To start the WISP Easy Wizard, in tiNode Shortcut Menuy select
WISP Easy Wizard (WEW). The WISP Easy Wizard (WEW) dialog
box appears which displays some typical WISP itadtahs.

Select from the available operational modes. A Mfip is displayed in
the upper-left corner of the window when the cunsohovered over an
image.

Figure 154. WISP Easy Wizard

Available configuration scenarios:
Backhaul AP
Repeater AP
Point-to-point link
CPE installation

Selecting the mode that is closest to your targefiguration allows you
to access a step by step simplified configuratimeg@dure, which guides
you through the whole configuration process.

After completion of the wizard, you can tweak thppleed configuration
manually as described in the previous chapters.
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NOTE: After the successful application of the configuration via WEW the current IP is
maintained to avoid losing connectivity with the device. If the user does not require that IP
address any more, it is recommended to remove it by deleting the corresponding Virtual
Interface.
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